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Purpose of the RentAssist Bond online form
The Department of Health and Human Services receives up to 13,000 bond loan applications per annum. A bond loan is an interest-free loan provided by the Director of Housing for Victorians to secure private rental.
The Bond Loan Scheme aims to assist low income people who are capable of finding accommodation in the private rental market, but have difficulty meeting the upfront costs associated with accessing private rental accommodation.
Assistance is provided to households who have no other financial options. The department assesses all applicants' eligibility for bond against the Bond Loan Scheme eligibility criteria based on information and documentation provided.
Applicants applying for the Bond Loan Scheme must meet each of the following eligibility criteria:
Total assessable income and assets for all household applicants cannot exceed eligibility limits for the Bond Loan Scheme. The department updates its bond limits twice yearly.
The applicant cannot own or have a share in a residential property unless there are specific circumstances that render them exempt.
The rent on the property cannot exceed 55 per cent of the household's total income.
Any previous bond loans must be repaid, some limited exceptions apply.
Any outstanding charges from any previous department tenancies may also be required to be repaid. Some exceptions may apply.
The applicants must be a permanent resident of Australia and provide the required proof of identity, residency status, and income and other documents.
Bond loans capture information about the primary applicant applying for the bond loan, as well as additional co-applicants also applying for a bond for the same rental property.
Bonds are assessed by the departmental staff using HiiP, and the outcome advised to the applicant/s.
Timeliness in assessing bond loan applications is critical, as the Real Estate/Landlord will have competing applications, and the Bond Loan applicant needs to be able to advise if they will be provided with a loan, as quickly as possible, to be competitive.
Currently bond loan applications are paper based. To meet the timeliness criteria, applicants typically need to physically lodge a bond loan application at a housing office during business hours Monday to Friday. If there are errors or omissions, they may need to return, and then will have to subsequently return to that office to collect the bond loan voucher, if approved.
An online bond form therefore makes great sense. It allows the client (and organisations that may be lodging on their behalf) to complete the form 24/7. It can contain checks and balances to make sure that all the necessary information is provided to enable assessment. It means that the applicant needs only to attend an office once, to collect the voucher.
It enables better control over assessment and timeliness, as it can be a dedicated task, centrally processed. As such, it mirrors the successful approach taken to the Victorian Housing Register application process, with the added dimension of better time controls.
Notably, in New South Wales, with little publicity, 30% of applications were being lodged on line within 12 months. While that state is considering the future of paper forms, there is no intention to cease paper forms in Victoria.

[bookmark: _Toc51847422]Scope of the assessment
This PIA covers information contained within the new bond online electronic form, including applicants' details, property to be leased details, bond amount and weekly rent for the property, number of rent contributors and real estate agent/ landlord responsible for managing the property.
The bond online integration component has been created within HiiP to store all information regarding people seeking bond loan assistance in Victoria. This component is already covered by the existing privacy and security arrangements that govern HiiP.
The PIA also covers privacy issues regarding information on HiiP which the department and other Community Service Organisations may be able to view relating to bond loans received.
There are two types of bond online forms to be rolled-out:
1. A client version of the form for individual clients to access through the myGov platform
2. An agency tailored online form for community service organisations to assist clients to apply for a bond loan
This PIA will cover both types of online forms, including the storing of information of applicant details by departmental staff, community service organisations.

How the RentAssist Bond Loan application works
Applications can be submitted by an individual (i.e. the applicant) or by a Community Service Organisations on behalf of an applicant.
Applications can be submitted online or using a paper form.
Individuals can apply for bond loan online via myGov, the Commonwealth Government's portal, with which most applicants would have an account, as it is a requirement for Centrelink.
Community Service Organisations can apply on an individual's behalf through the department's eBusiness portal.
All applications for Bond loans are assessed in the departments housing core system HiiP. The assessment takes into consideration a client's income, asset, residency and that the ratio of rent payable is within the existing limit of 55%.
Community service organisations
Victoria's homelessness and family violence service responses are provided by community based organisations. Where that organisation is brokering access into the private rental market or into community managed housing, they may lodge a bond loan application with their client's consent.
[bookmark: _Toc51847423]Roles in the assessment
This assessment has been prepared by the Service Implementation Support Branch, in the Children, Families, Disabilities and Operations Division with input from Privacy and the BTIM Information Security. The Director, Service Implementation and Support is the business and data information owner.
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The information to be input into the online form is the same information as is currently collected on the bond loan paper application form. This information is stored in the Azure Cloud until such time as the application is submitted, at which point it is data captured into HiiP.
The information contained in the bond voucher, together with the letter advising as to whether the application has been successful are the sole information available externally. These items are directed to the applicant.
The details in the bond voucher are the minimum data requirements specified by the Residential Tenancy Bond Authority, in order to manage the bond lodgement and subsequent management by that authority of the bond. (See attached bond voucher as a sample)
[bookmark: _Toc51847425]Personal information
The bond online form captures all applicants applying for the loan, their personal details, names, marital status, income, assets, country of birth, residency and postal address.
As part of the bond assessment, information is gathered about the private rental property, the bond loan is being sought such as the property address, property bond amount, weekly rent payable, real estate agent or landlord details.
[bookmark: _Toc51847426]Health information
No specific health details are captured for a bond loan
Sensitive information
	Type of sensitive information
	Details

	Racial or ethnic origin
	Country of birth - to determine residency which is used to determine eligibility to receive a bond loan

	Political opinions
	Not collected

	Membership of a political association
	Not collected

	Religious beliefs or affiliations
	Not collected

	Philosophical beliefs
	Not collected

	Membership of a professional or trade association
	Not collected

	Membership of a trade union
	Not collected

	Sexual preferences or practices
	Not collected

	Criminal record
	Not collected
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[bookmark: _Toc51847428]Information flow
Information Flow — Lodging and Assessing Bond Loans and lodgement with the Residential Bond Authority (RTBA)

[image: ]
* For submitted applications, BO to retain subset of information to show history on the BO dashboard


[bookmark: _Toc51847429]Privacy principles
	Questions — what is the risk?
	Further information
	Yes
	No
	Detailed response

	1. Collection: Is all the information 
collected necessary for the program?
 
	IPP 1 and HPP 1 Privacy team
	Yes
	 
	Information is the minimal collected to determine eligibility; noting that unlike other forms of housing assistance, such as access to social housing through the Victorian Housing Register, child information is not collected for bond loans as it has no impact on eligibility.

	2. Notice: Have all reasonable steps been taken to inform the individual that their information is being collected and why, by whom, how they can access, to whom it will be disclosed?
	IPP 1 and HPP 1
Fact sheet on developing. a collection notice <https://intranet.dhhs .vic.gov.au/privacy#dhhs-privacy-policy>
Privacy team
	Yes
	 
	Reasons for collecting the information are set out in the accompanying information provided when completing a bond loan application.
A draft declaration and acknowledgement for all applicants is attached to this PIA.

	3. Direct collection: Is all information being collected directly from the individual?
	IPP 1 and HPP 1 Privacy team
	Yes
	 
	The individual (or the community service organisation with client consent) collates and provides all of the information

	4. Use and disclosure: Will the information only be used or disclosed for the primary purpose identified?
	IPP 2 and HPP 2 Privacy team
	Yes
	 
	The only purpose for the information is to provide housing assistance.

	5. Information sharing: Will the information be shared with other agencies for service delivery, data matching or analytics?
	IPP 2 and HPP 2
Privacy team
	Yes
	 
	For its primary purpose, information is lodged with the Residential Tenancy Bond Authority only for bonds that are approved. The data set is the minimal required by the RTBA and the real estate agent/landlord to process the bond loan voucher. The voucher doesn't include personal information such as Date of Birth or relationship status or residency status which is required by DHHS to establish eligibility for the loan.
When reporting on volume of bond loans (for BP3 measures or other performance analysis, the data is De-identified by DHHS.

	6. Data quality: Are reasonable steps being taken to ensure that the information collected, used or disclosed will be accurate, complete and up to date?
	IPP 3 and HPP 3 Privacy team
	Yes
	 
	Client must provide proof of identity, proof of income, Real Estate or Landlord must confirm lease details, if Landlord, department must confirm ownership.
Where there is a discrepancy in information, DHHS will contact the client to ensure any issues clarified.
HiiP changes in the release will minims risk of creating duplicate bond properties records.

	7. Data security: Are reasonable steps being taken to protect the information collected from misuse, loss, and unauthorised access, modification or disclosure?
	IPP 4 and HPP 4
Projects MUST
engage the BTIM
information security
team to arrange an assessment
	Yes
	
	Business Technology Information Management (BTIM) are building the bond online form and are ensuring appropriate security assessments and safeguards are a key deliverable for both HiiP and the bond online cloud solution. Bond online application has been classified as "Protected" and all the required security tests such as penetration testing has been conducted successfully for self-servicing client application (via myGov) and a separate penetration testing & security assessment has been scheduled for Community Organisations instance that is accessible via eBiz.

	8. Destruction: Will reasonable steps be taken to destroy or de-identify the information if it is no longer needed (note this does not apply to a health service provider)?
	IPP 4
Public Records Act 1973
Records management team

	Yes
	
	Destruction of housing data forms a schedule to the DHHS Retention and Disposal Authority. Where a debt arises from a bond loan, the record is retained pending recovery of that loan. Bond online application has enforced purging rules to remove all sensitive data relevant to client information as per the following requirements:
A. For self-servicing clients (via MyGov):
For submitted applications, all form data will be deleted after 30 days except a subset of information to retain to help clients view their historical information from the manage applications dashboard. For example client first name, client last name, names of the additional applicants, application Reference Number, status (Submitted), list of property addresses (flat/unit number, street number, street name, street type, suburb/town, State, postcode), last edited date and last edited by, property bond amount and Real Estate Agent/Private Landlord name.
Whereas for Draft Applications, all form submitted data will be deleted after 30 days and Instantly for withdrawn applications including all attached documents.
B. For Community Organisations (via eBiz):
For Draft/Submit Applications: All form submitted data will be removed after 60 days and Instantly for withdrawn applications. For both self-servicing clients & community organisations staff assisted clients, some basic non-personal & non-identifiable information such as Created Date, Application Ref ID, Status, Created By, Updated Date, Updated By is retained for reporting purposes. And all supporting client documents attached will be deleted from the bond online database as soon as the submitted application is successfully transferred via API and stored in HiiP (Housing Core System).


	9. Identifiers: Will this program assign a unique identifier or use a unique identifier of another organisation?
	IPP 7 and HPP 7 Privacy team
	Yes
	
	Each HiiP client has a unique ID, each bond application has a unique ID in HiiP, each RTBA Voucher from HiiP has a unique ID, Each RTBA record has a unique ID, all linked in HiiP.


	10. Anonymity: Can individuals remain anonymous for the purpose of the program?
	IPP 8 and HPP 8 Privacy team
	 
	No
	No — their information is needed to determine eligibility.

	11. Transborder data flows: Will the program transfer the information to an organisation or person outside of Victoria?
	IPP 9 and HPP 9
Projects MUST engage the BTIM information security team to arrange an assessment
	 
	No
	Director of Housing only has powers in Victoria.
The bond loan online application form while accessed via myGov is located on a Victorian Housing portal operated by State DHHS and therefore the data is not accessible by a third party via myGov.

	12. Sensitive information: Will this program collect sensitive information?
	IPP 101 
Privacy team
	Yes
	 
	The bond loan application does not require collection of sensitive information other than information relating to 'racial or ethnic origin' as eligibility for the bond requires Australian citizenship.

	13. Re-identification: Will the program involve de-identified information that may be re-identified through the linking of data or other information?
	Privacy team
	Yes
	 
	DHHS housing has no plans at this point for data linkage for bond loan applications.

	14. Access and correction: Are there any restrictions that would prevent individuals from accessing or correcting their information?
	Freedom of 
Information team
Privacy policy
	 
	No
	Intention is that online bond loan applicants will have information about their bond provided through DHHS Portal accessible via myGov and will be able to advise changes are required.




Note that sensitive information only relates to "personal information not "health information".

[bookmark: _Toc51847430]
Privacy risk mitigation
	Risk
	Mitigation 
strategy
	Likelihood
	Impact
	Risk rating

	Protecting personal information from loss / unauthorised access -
	Access to the information for the cloud based solution is controlled by the client and for HiiP is controlled by security in the system, user provisioned controlled access and by auditing of access
	Low
	High
	Low

	IPP 1.3.
Clients are not aware that their information is being shared with the Residential Tenancies Bond Authority
	The bond loan application explicitly identifies that the bond will be administered by the RTBA and the only information
shared is that provided by the client.
	Low
	Medium
	[Low

	Client information is inappropriate shared through a reporting
solution
	That for the purposes of managing bond loans any access to information is constrained by the same rights a end user has in HiiP to manage that bond application
For any other purposes only de-identified information is available
	Low
	Medium
	Low





[bookmark: _Toc51847431]Summary of assessment
The Rent Assist Bond online form provides a secure electronic platform for clients and support workers to lodge applications for bond loans through the Director of Housing.
The online form captures the same information as the paper form and is the minimum required to assess eligibility for a bond loan.
The information shared between third parties is for the sole purpose of issuing and lodging, where appropriate, a bond loan via a real estate agent or private landlord with the Residential Tenancies Bond Authority.
The privacy impact assessments has established that there are no additional risks to the current arrangements and that the online systems used in lodging the bond application are secure and have the client in control of their information.

	Tony Newman
Assistant Director, Implementation Support
Children, Families, Disability and Operations Division
Signed by email 14 Jan 2019

	Ed Byrden
Assistant Director, Legal Services
Information Sharing and Privacy Team

Signed by email 29 Jan 2019
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