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	Effective
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[bookmark: _Toc218004889]Glossary 
	Abbreviation or term 
	Expansion or definition

	the department 
	The Department of Families, Fairness and Housing

	DMS
	Document Management System

	HiiPConnect
	Digital tool enabling housing staff to perform housing functions offsite

	HiiPRepairs
	Department’s core housing maintenance management system

	HVOS
	HousingVic Online Services – online portal for housing clients

	HCC
	Housing Call Centre

	HiiP
	Housing Integrated Information Program – Department’s core housing system

	LAO
	Local Area Office

	API
	Application Programming Interface


[bookmark: _Toc25227094][bookmark: _Toc218004890]Summary of assessment
HousingVic Online Services (HVOS) is being enhanced to enable housing clients (renters and residents) with a public housing tenancy to raise, view and track maintenance requests. 
Data submitted via the maintenance request form will be stored in Microsoft Azure Databases located in Melbourne and Sydney, as well as in Outlook (if the requests were not created in HiiPRepairs). 
At present, the department lacks the ability to purge this data, so it will be retained until a purging solution is implemented in FY25-26 as part of additional enhancements to the maintenance request form. The collected information will be shared with users of housing maintenance systems and third-party contractors to facilitate their support and response to housing maintenance requests. 
Prior to submitting the form, renters and residents will be asked to consent to the data collection and its usage. 
This Privacy Impact Assessment is an extension of the initial HVOS assessment which is available on the Housing website: https://www.housing.vic.gov.au/client-self-service-identity-verification-digital-mail-privacy-impact-assessment
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[bookmark: _Toc25227095][bookmark: _Toc218004891]Background
The Department of Families, Fairness and Housing (the department) on behalf of the Director of Housing provides a range of housing services.  It manages approximately 62,000 public housing tenancies, processes approximately 42,000 housing applications and 14,000 bond applications per year to access the private rental market and housing associations.
HousingVic Online Services (HVOS) allows housing clients to access and update their housing information securely using myGov.
This online platform currently allows housing clients to:
Make a rental payment
Request a statement
Update their household income
Update personal details
Make changes to their household 
Respond to requests for documentation
Receive digital mail
Apply for a Victorian Housing Register Application
Apply for a RentAssist bond loan
These features were assessed in a prior Privacy Impact Assessment which can be accessed on the Housing website: https://www.housing.vic.gov.au/client-self-service-identity-verification-digital-mail-privacy-impact-assessment
[bookmark: _Toc218004892]Description of the project[footnoteRef:2] [2:  The term ‘project’ is used broadly. It is intended to cover the full range of activities and initiatives that may have privacy implications, such as a business function, new legislation or policies, an information sharing initiative, a service, an idea, new systems or applications for storing or accessing personal and/or health information.] 

[bookmark: _Toc25227096]As part of the Homes Victoria Public Housing Maintenance Modernisation (PHMM) program, a project (P24195) is being undertaken to enhance HVOS capability to enable renters and residents to raise maintenance and for renters to view and track maintenance requests at a time that is convenient to them.
The Homes Victoria Public Housing Maintenance Modernisation (PHMM) program in partnership with Community Operations Practice Leadership (COPL), Department of Families, Fairness and Housing (DFFH) is undertaking substantial maintenance modernisation to: 
Enhance renter experience 
Boost contractor performance
Improve process efficiencies
The previous Online maintenance request form (P23725) project implemented in August 2024 was the first phase of a permanent online portal solution (as an alternative channel to the phone line). This project is delivering the permanent online portal solution which will initially be accessed via HVOS (phase 2) followed by updating the existing online maintenance form and including a PII/PROV compliance solution (phase 3). 
Upon submission, the maintenance requests will either be:
integrated into the HiiPRepairs system into Defined state, with a notification of the job created and any files attached to the request sent via email (from Microsoft Outlook to the Genesys telephony system) to the Housing Call Centre for review and allocation to the contractor, or 
not integrated into the HiiPRepairs system, and the request details including any files will be captured into an email (from Microsoft Outlook to the Genesys telephony system) for the Housing Call Centre to assess whether to raise a job in HiiPRepairs or to contact the user for further clarification, or
not integrated into the HiiPRepairs system due to a system error whereby a prompt will be displayed to the user for them to contact the Housing Call Centre for further assistance.

[bookmark: _Toc218004893]Scope of the assessment
The Privacy Impact Assessment (PIA) covers an analysis of an enhancement to HVOS which includes raising maintenance requests. It assesses the handling of data collected in the request form including what it is used for, which systems it is captured in and who has access to it.
Further, it identifies the interrelationship with the department’s housing Information Communication Technology (ICT) system HiiPRepairs and the security safeguards within that system from which maintenance information is stored.
[bookmark: _Toc25227097]As HVOS and potentially the current online maintenance request form are enhanced further over time, additional privacy impact assessments will be undertaken, when required, at a later date.
Roles in the assessment
This assessment has been prepared by the Homes Victoria Public Housing Maintenance Modernisation program and Community Operations and Practice Leadership and Information and Digital Solutions with input from DFFH Privacy Unit.
The Director, Service Delivery Support and Project Director, Homes Vic Business Systems are the joint business and data information owners. 
Information Security Team
An Information Security Classification was completed for the program which includes enhancements to HVOS and is attached at Appendix A.
[bookmark: _Toc25227098][bookmark: _Toc218004894]Information elements
[bookmark: _Toc25227099]There are four linked locations in which information is held to support HVOS:
1. myGov - myGov (independent of the department) stores sufficient information to authenticate the user (a unique myGov user id, password, and contact mechanism for two-factor authentication). Depending on the user’s preference and other activities, myGov may store limited additional user information. For example, if the user has connected their myGov account with the ATO, myGov may store core user information including name and date of birth. 
2. HiiP system - is the core housing IT system used by the department to deliver housing services that stores all client information relevant to housing assistance clients are seeking from the department. HiiP is the core housing IT system used by department.  The system has three primary registers: client, external party and property register, and related functionality to manage the delivery of bond loans, housing applications and tenancies. 
3. HiiPRepairs system – is the housing IT system that stores information about the departments assets including property addresses, property attributes, occupancy status, renter contact information, maintenance job history, contractor details and invoicing details.
4. HousingVic Online Services- HousingVic Online Services (HVOS) accesses the department client information stored in HiiP and maintenance job information in HiiPRepairs. HousingVic Online Services is the host application that enables clients seeking housing assistance to link this application from within myGov’s portal into self-serve to access online services for housing assistance.  HousingVic Online Services presents primary and secondary questionnaire to the client for the purpose of identifying and matching the client’s record in HiiP to enable access to their information and self-serve. 
5. Maintenance portal – a web application accessed via HVOS enabling renters to raise maintenance requests.
6. HiiP integration layer - Data synchronisation between HiiP and HiiP integration layer which enables the storing of client information in the integration layer close to real time. The integration layer is where limited information about all the clients and their housing service is stored, once it is retrieved from the source system HiiP.   
7. Document Management System (DMS) – DMS is the module of HiiP and HiiPRepairs which stores and provides access to documents. It associates each document to a primary entity (e.g. a tenancy, client, housing application). It is designed to facilitate compliance with the Department's records-keeping obligations.
8. Application Programming Interface (API) – Interface between HVOS, maintenance portal and HiiPRepairs.
At a more detailed level
1. myGov
This Commonwealth online service provides access to and hosts a range of Government and related services to Citizens including Centrelink, Medicare, Australian Taxation Office and HousingVic Online Services.
myGov is operated by Services Australia and has its own governance, security and privacy arrangements - https://my.gov.au/mygov/content/html/security.html. The department client information, information related to client services and the digital mail attachments are not stored in or transferred to myGov, or platforms hosted and supported by Services Australia.
When a citizen links to HousingVic Online Services, myGov records this in its database in order to create that link.
When a client opts in for Housing Digital Mail, HiiP triggers delivery of a digital mail message to the client, accessible via the myGov Inbox service. myGov stores the message content of digital mail however does not store attachment content.
When any information on HousingVic Online Services is updated, other than enabling or disabling digital mail, this information is not passed to myGov.
2. HiiP system 
HiiP is the core housing IT system used by the department to deliver housing services.  The system has three primary registers: client, external party and property register, and related functionality to manage the delivery of bond loans, housing applications and tenancies. 
The system is secured within multiple firewalls and access to information is governed by user provisioning based on functional role.  The system is not directly accessible by clients. 
All department housing client information, information related to client services and the digital mail attachments are stored in HiiP (subject to the data synchronisation and storage in the HiiP integration layer discussed above).  
3. HiiPRepairs system
HiiPRepairs is the housing IT system that stores information about the departments assets. Third party contractors interact with HiiPRepairs by receiving job requests, updating job statuses, sending memos and invoices for completed works to the department.
The system is secured within multiple firewalls and access to information is governed by user provisioning based on functional roles.  The system is not directly accessible by clients.  
4. HousingVic Online Services
HousingVic Online Services is the host application that enables clients seeking housing assistance to link this application from within myGov’s portal, in order to self-serve to access online services for housing assistance.  
HousingVic Online Services presents primary and secondary questions to the client for the purpose of matching the client’s record in HiiP, the secondary questions include more detailed service specific questions that when matched, enables the client to opt in for digital mail services and view and update their information.
5. Maintenance portal
Once the user accepts the privacy and consent in HVOS, the user is redirected to the Maintenance Portal, and HVOS passes the tenancy service ID during this redirection. Maintenance Portal is a subdomain of HousingVic Online Services; hence, it can share the authenticated myGov cookie that HVOS uses, and while it's redirected, if the cookie is still active, it gets authenticated. Once the authentication is successful, the Maintenance Portal calls the Client API to get the required client details.
6. HiiP integration layer
The integration layer is where limited information about all the clients and their housing service is stored, once it is retrieved from the source system HiiP. The information is securely stored within the Azure cloud solution and provides near real time synchronisation of information between HiiP and rendering this information on HVOS. The integration layer is not directly accessible other than through its backend integration with HiiP.
7. APIs
APIs (Application Programming Interfaces) are structured channels through which computer systems communicate.
[bookmark: _Toc218004895]Personal information
[bookmark: _Toc25227100]The project will collect the following personal information (or retrieve via HVOS), store it in the maintenance portal, and pass it to HiiPRepairs via an API:
1. First name and Last name of renter/s
2. Phone number
3. Email address
4. UPRN (unique property identifier)
5. Photographs and videos of maintenance issue
This personal information will be used solely for the purpose of identifying the repair request – it will NOT be used to update the previously collected master record of this information in the Department’s housing systems (HiiP and HiiPRepairs).
The capture of other personal information has been assessed in a prior Privacy Impact Assessment which can be accessed on the Housing website: https://www.housing.vic.gov.au/client-self-service-identity-verification-digital-mail-privacy-impact-assessment
[bookmark: _Toc218004896]Health information
[bookmark: _Toc25227101]Health information is gathered and stored in HiiP where it directly impacts a client, their household and access to service including their property and locational needs.
Where a client for example has a mental health issue, this is not relevant unless they are applying for access to housing on the basis that they meet the criteria of Supported Housing – mental health category of the Victorian Housing Register.
This project does not seek the collection of health information. If sensitive information is disclosed in the course of describing the maintenance issue or via a photo/video, then the health information will be dealt with in accordance with the Health Records Act 2001 and the Health Privacy Principles (HPPs).
[bookmark: _Toc218004897]Sensitive information
This project does not seek the collection of sensitive information. If sensitive information is disclosed while describing the maintenance issue or via a photo/video, then the health information will be dealt with in accordance with the Health Records Act 2001 and the Health Privacy Principles (IPP).
	Type of sensitive information
	Details

	Racial or ethnic origin
	Not collected

	Political opinions
	Not collected

	Membership of a political association
	Not collected

	Religious beliefs or affiliations
	Not collected

	Philosophical beliefs 
	Not collected

	Membership of a professional or trade association
	Not collected

	Membership of a trade union 
	Not collected

	Sexual preferences or practices
	Not collected

	Criminal record
	Not collected


Note: Photographs taken by the renter or resident of their maintenance issues may inadvertently include any of the above types of sensitive information. DFFH staff will have the ability to delete content from a job including photos/media from a request if deemed irrelevant or inappropriate however as staff are not required to ‘vet’ the requests there may be times when information entered on a request is sent to the Head Contractor. Renters are made aware of this information sharing via a layered collection notice approach set out under the “Notice” section below. 
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[bookmark: _Toc218004898]Privacy analysis
Figure 1 Maintenance Request Form Information Flow  
 [image: ] 
Figure 2 Information flow – identity verification, digital mail, access to my housing services information and making an online payment (assessed through previous PIA) 
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Figure 3 Information flow –updating personal, contact and Centrelink Confirmation eServices information (assessed through previous PIA) 
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[bookmark: _Toc25227104][bookmark: _Toc218004899]Privacy principles
	Questions – what is the risk?
	Further information
	Yes / No
	Detailed response 

	Collection: Is all the information collected necessary for the project? 
	IPP 1 and HPP 1
Privacy team
	Yes	The details captured here are in addition to the details captured in the previous Privacy Impact Assessment: https://www.housing.vic.gov.au/client-self-service-identity-verification-digital-mail-privacy-impact-assessment
Information collected through HousingVic online services is required to match a client against their HiiP record to establish their identity and thereby access online services (including digital mail and housing services information).  
This registration request and enabling access is also recorded in fields in HiiP which is necessary for the department to deliver the online services.  
The Maintenance portal is being implemented as an additional service to HVOS users to improve the maintenance experience and provide more efficiency for departmental staff through automation of job orders and associated files directly into the Repairs system. 
When accessing the Maintenance portal, the household member’s name, property UPRN and contact details are passed from HVOS which is necessary for the department to identify who is raising the request and which property requires maintenance. 
Details about the maintenance issue are also captured, including photo evidence, to assist in the accurate identification of the problem requiring repair. Upon submission, this information is either:
integrated into the HiiPRepairs system into Defined state, with a notification of the job created sent via email (from Microsoft Outlook to the Genesys telephony system) to the Housing Call Centre for review and allocation to the contractor, or 
not integrated into the HiiPRepairs system, and the request details will be captured into an email (from Microsoft Outlook to the Genesys telephony system) for the Housing Call Centre to assess whether to raise a job in HiiPRepairs or to contact the user for further clarification, or
not integrated into the HiiPRepairs system due to a system error whereby a prompt will be displayed to the user for them to contact the Housing Call Centre for further assistance.
In addition, a confirmation is displayed on screen with a reference number (ie JobID if integrated into HiiPRepairs, request ID if not created) and a notification is generated to the renter/s via email to also confirm successful submission of their request.  
There may be occasions when other information, not required is disclosed. This is only when renter includes this information and is not asked by HousingVic. There is also a disclaimer noted below in the ‘Notice’ section.

	Notice: Have all reasonable steps been taken to inform the individual that their information is being collected and why, by whom, how they can access, to whom it will be disclosed?
	IPP 1 and HPP 1
Fact sheet on developing a collection notice <https://dhhsvicgovau.sharepoint.com/sites/health/SitePages/Privacy.aspx#privacy-related-resources-on-the-intranet>
Privacy team
	Yes	When an applicant from the Victorian Housing Register is made an offer of public housing, they are sent an offer letter which contains a Privacy Collection Notice section regarding data privacy and the purposes for which data collected once housed may reasonably be used for: Refer to the template in Appendix B.
In the Maintenance portal, there will be two layers of collection notice (see Appendix E for screenshots): 
1) The following statement will be displayed on screen before a renter begins raising the request:
Your privacy is important
The information collected in this maintenance request will be stored securely and only used by the department and the third-party contractor to identify the maintenance issue, contact you to arrange access to repair the issue, and follow up on any feedback provided and assist us to further improve our services.
For more information about information collection details 
Please ensure you do not include personal or health information in any free text fields unless you feel it is necessary for your request, as it will be provided to the department and may be shared with the third-party contractor. Please also be respectful in the language you use or in the information you provide.

The following statement will be displayed on screen before a resident begins raising the request:
Your privacy is important
The information collected in this maintenance request will be stored securely and used by the department and the third-party contractor to identify maintenance issues.  The details of the maintenance request you raise will be sent to the renter/s in a confirmation email and available for the renter/s to view through their HousingVic Online Services account. 
For more information about collection details https://www.housing.vic.gov.au/repairs
Please ensure you do not include personal or health information in any free text fields unless you feel it is necessary for this request, as it will be provided to the department and may be shared with the third-party contractor. Please also be respectful in the language you use or in the information you provide.

2) When the optional question is asked about adding an alternative contact number, the following message is displayed to the renter:
Do you want to add an alternative contact number?
This will not update your account details. These are alternative contact details only for this maintenance request.
If you have nominated someone to act for you, or provided personal information of another individual, please also direct them to Information collection details
When the optional question is asked about adding an alternative contact number, the following message is displayed to the resident:
Alternative contact details for this maintenance request
If you are a household member (but not the renter of the property) and are raising this maintenance request for the property you live in, please provide your phone number (mobile or landline) in the below field. You might be contacted for further information about this request. The number you provide will only be used for this issue and not saved on the renter's account details.
3) A link will be provided to the Housing website (Arranging maintenance and repairs | Housing.vic.gov.au) where a more detailed information collection notice is described at Appendix C.
4) Additionally, the standard departmental footer will have a link to the privacy statement on the Housing website: Privacy | Housing.vic.gov.au

	Direct collection: Is all information being collected directly from the individual? 
	IPP 1 and HPP 1
Privacy team
	Yes	The Maintenance portal collects information indirectly via HousingVic Online Services, an existing authenticated portal for housing clients that is accessed via myGov. They can currently view information about their housing application, bond loan application or tenancy, make payments and update certain information. 
A link from HVOS to the Maintenance portal is a new feature. When they click on the link their Tenancy Service ID is passed to the Maintenance portal and the Maintenance Portal then calls the Client API to retrieve the client details. The information about the maintenance issue/s which includes free text fields and ability to upload photos/videos will be collected directly from the individual.
All information collected directly and indirectly will be passed via API’s to DMS (media files only) and HiiPRepairs, if the job is integrated, so the department can ensure a correct property match into the HiiPRepairs system. 
If the job is not integrated into Repairs, the information on the request will be placed in an email to Microsoft Outlook and Genesys for the HCC to action.

	Identifiers: Will this project assign a unique identifier or use a unique identifier of another organisation?
	IPP 7 and HPP 7
Privacy team
	No	As part of the current maintenance process, when a job is created directly in HiiPRepairs a unique identifier is auto generated by the system against the work order so it can be tracked throughout the different stages as it progresses.
The unique identifier is attached to the job (unique job ID), rather than the individual, so although the project will utilise identifiers, they are not “unique identifiers” as defined in the Privacy and Data Protection Act 2014. 
The details from the Maintenance portal will integrate, in most cases, into HiiPRepairs, a unique Job ID will be generated and provided to the renter/s. It will also be sent via email to the HCC’s outlook and Genesys system, so they are made aware a job has been created that requires triaging i.e. the job needs to be created in HiiPRepairs or requires referral to another team within DFFH ie. lift issues, graffiti etc.
If the system does not create the job in Repairs, a Reference number is auto generated (as per current behaviour on the Online maintenance form) and provided to the renter in a confirmation message on the screen and via email to the renter/s (see Appendix D).

	Anonymity: Can individuals remain anonymous for the purpose of the project? 
	IPP 8 and HPP 8
Privacy team
	No	The renter’s personal details, including their first name and surname, property PIN, alternative phone number (if provided) and contact details are collected in the Maintenance portal.
Without this information, there would be a limitation for the HCC and LAO staff to follow up on requests and for the contractor to execute the requests. As a result, anonymity would render the raise maintenance request functionality in HVOS ineffective.

	Sensitive information: Will this project collect sensitive information?
	IPP 10[footnoteRef:3] [3:  Note that sensitive information only relates to “personal information” not “health information”.] 

Privacy team
	No	The Maintenance portal does not seek sensitive information. If sensitive information is inadvertently disclosed by the renter or resident,  for example, in a photograph or video, it will be dealt with in accordance with the IPPs and Privacy and Data Protection Act 2014. The information collection notice provides information about the purpose of the information provided. There is also a disclaimer to discourage extra information which is noted in the ‘Notice’ section above.

	Data security: Are reasonable steps being taken to protect the information collected from misuse, loss, and unauthorised access, modification or disclosure?
	IPP 4 and HPP 4
Projects MUST engage the BTIM Information Security team to arrange assessment/s
	Yes 
	The Maintenance portal is built in the current departmental DSPX framework for external-facing web applications.
The Maintenance portal is accessed through HVOS. If the renter clicks the Report maintenance button in HVOS they enter the Maintenance portal (this appears seamless to the client). 
The submitted request data is stored in the department’s Azure Cloud Service platform. The department's Azure platform is monitored through Microsoft Defender for Cloud Security, while security events are tracked via the department's instance of Microsoft Sentinel, operated by the Fujitsu SOC service team. The security regulatory compliance of the Azure configuration is assessed against CIS and ISM controls.  Security certifications applied to Azure Cloud Service include ISO/IEC 27001, SOC 1, SOC 2, Australian Government IRAP assessment at PROTECTED control and CIS benchmarks. These certifications ensure compliance with industry standards and enhance the security posture of the service.
All submitted requests are sent to departmental staff via Microsoft Outlook email to Genesys PureCloud which has been identified as the suitable telephony platform for a range of areas within the Department, including Housing, Child Protection and Emergency Response functions. It has undergone appropriate risk assessment processes with IT during the procurement phase.
Requests will also pass through HiiPRepairs API’s enabling a work order to be created in HiiPRepairs.
The Cyber Security Unit has reviewed the Information Security Classification for the online maintenance request form, and the classification is OFFICIAL: Protected (Appendix A).
A penetration test was performed on the new maintenance portal, administration portal (to manage settings) and related Repairs API on 23 September 2025 by Cyber Security. See attached report in Appendix G.
HiiP and HiiP Repairs are hosted in a Fujitsu-operated data centre in Noble Park (primary site) and a Next DC-operated data centre in Port Melbourne (secondary site), secured by firewalls and network security zoning. The systems are managed through Fujitsu Security Operations Centre. The security assessment completed for Azure and HiiP environment by BTIM Cyber Security team with low risks.

	Use and disclosure: Will the information only be used or disclosed for the primary purpose identified?
	IPP 2 and HPP 2
Privacy team
	Yes
	The information collected through the Maintenance portal will only be used for the primary purpose of the collection, as detailed above.
Personal information will be disclosed to the Housing Call Centre: 
via HiiPRepairs to review and allocate the job to the Head Contractor, or
or via the email sent from Microsoft Outlook to Genesys that would contain all the details of the job including photos which would require triage by the Housing Call Centre resulting in the details being captured in HiiPRepairs and allocated to a contractor, referring the request to another team within DFFH who manages the maintenance or advising the user that it is not responsive maintenance, or
via the departments reporting tool (ie Power BI, Housing Toolbox).
[bookmark: _Hlk170222622]The Responsive Maintenance Team within Asset Management will receive de-identified aggregate data from HiiPRepairs for a secondary purpose of managing the contract requirements and performance including the review and reporting of each contractor’s job completion rates under KPI 2, 3 and 4 under the Property Maintenance Services Contracts. This information is provided through to Homes Victoria Executive Leadership each quarter to advise of contractor performance. 
This aggregated information is also located within the Housing Reporting Toolbox and the Maintenance Jobs Performance Dashboard used by the Responsive Maintenance Team and Performance Improvement Team within Homes Victoria as well as Housing Services Managers to review contractor performance.

	Information sharing: Will the information be shared with other agencies for service delivery, data matching or analytics?
	IPP 2 and HPP 2

Privacy team
	Yes 
	The Department will only share the personal information with a third-party Head Contractor or other area of the department to enable the maintenance requests to be actioned. 
DFFH staff will have the ability to delete content from a job including photos/media from a request if deemed irrelevant or inappropriate however as staff are not required to ‘vet’ the requests there may be times when information entered on a request is sent directly to the Head Contractor.
Renters are made aware of this information sharing via a layered collection notice approach set out under the “Notice” section above. 
When a renter or resident raises a maintenance request via HVOS, the following statement shows up, which then links to a longer form collection notice.
Information collection: Your privacy is important. The information collected in this request will be stored securely and only be used by the department and third-party contractor to identify the maintenance issue, contact you to arrange access to repair the issue and follow up any feedback provided and assist us to further improve our services. See link for further detail on data collection.
Please ensure you do not include personal or health information in any free text fields unless you feel it is necessary for your request, as it will be provided to the Department and may be shared with the third-party contractor. Please also be respectful in the language you use or information you provide.

	Transborder data flows: Will the project transfer the information to an organisation or person outside of Victoria?

	IPP 9 and HPP 9
Projects MUST engage the BTIM Information Security team to arrange an assessment
	Yes
	The Maintenance portal is hosted on the department’s platform across the Microsoft Azure Data Centres for the Australia South-East and East regions. The submitted repair request as an output transfers the captured data to Genesys PureCloud which is hosted on AWS Data Centre in Sydney and into HiiPRepairs as a job at Defined status ready for Housing Call Centre review. 
Genesys PureCloud has been identified as the suitable telephony platform for a range of areas within the Department, including Housing, Child Protection and Emergency Response functions. It has undergone appropriate risk assessment processes with IT during the procurement phase.
HiiPRepairs is the department’s core system for managing maintenance for Homes Victoria properties. It is hosted in Melbourne.
Housing Call Centre staff (based in Melbourne) are retrieving the submitted request information either from HiiPRepairs directly, Microsoft Outlook or from Genesys PureCloud, where the details are entered into HiiPRepairs if the request is eligible for repair. The job created in HiiPRepairs is then passed on to a Head Contractor who actions the request. A confirmation email is sent to the renter/s of the property.
HVOS transmits data to the maintenance portal using SSL Encryption.  No data is transmitted outside of victoria as HVOS and the maintenance portal are both hosted in Melbourne.
The Cyber Security Unit have reviewed the Information Security Classification, and as the classification result is OFFICIAL: Protected and further noting that this is a cross-functional form. 
 

	Data quality: Are reasonable steps being taken to ensure that the information collected, used or disclosed will be accurate, complete and up to date?
	IPP 3 and HPP 3
Privacy team
Information and Data Management 
	Yes
	Property and renter related information is proactively managed by the department in fulfilling its obligations to comply with Residential Tenancies Act.
However, there is a reliance on renters maintaining their contact details when communicating with the department. On occasion, telephone numbers, email addresses and postal addresses may therefore be out of date. 
There are reasonable steps that are taken as part of this project to ensure that the information the form has collected, stored, modified, and transmitted for the renter to submit accurate, complete, and up-to-date data.
The HVOS Homepage has been updated to bring the opportunity for renter’s to update their contact details for their account to the forefront and an additional opportunity is provided when the renter wants to raise a maintenance request. Refer to Appendix E for screenshots.
There is the possibility of human error due to manual data entry when submitting the form. To mitigate this, as per current process with the Online maintenance form, renters are able to contact the LAO or HCC to discuss and have the opportunity to amend their data/information if they believe they have submitted wrong/inaccurate data.
1) As a further human error mitigation strategy, the Maintenance portal includes an automated message before a renter submits the request with the prompt:
By selecting the Submit request button, the issues you have raised will be submitted. To go back and review any issue, please select Cancel
2) Upon submission of the maintenance request, the renter or resident receives a confirmation on screen with a Job ID or reference number:
Thank you. We have received your maintenance request and are working to get it fixed for you. Maintenance request summary, <Reference no: XXX, type of repairs and locations>. One of our services officers will be in contact with you if further information is required. You may also be contacted by a contractor to arrange a time to attend. If your request is assessed as urgent, the contractor will make arrangements to attend as soon as possible.
3) Following submission of the maintenance request, the renter/s receive a confirmation email with the Job ID/reference number and can also view and track the job in HVOS.

	Access and correction: Are there any restrictions that would prevent individuals from accessing or correcting their information?
	IPP 6
Freedom of Information team
Privacy policy
	No 
	There are no restrictions to access and correction. Renters can request access to the information (or request to correct the information) by contacting the Housing Call Centre or requesting access through Freedom of Information. The Freedom of Information Act 1982 (Vic) is the primary mechanism for access to and correction of information in documents held by Victorian government agencies, clients are entitled to make a FOI request which is supported by DFFH’s Freedom of Information Unit.
Renters are made aware of their ability to access and correct their information in the long form collection notice which states:
You are able to request access to this information, or request that your information be corrected through making contact with your local housing office. You can also request access through contacting Freedom of Information by email foi@dffh.vic.gov.au or phone (03) 9096 8449 or 1300 475 170. 

	Destruction: Will reasonable steps be taken to destroy or de-identify the information if it is no longer needed? (note this does not apply to a health service provider)
	IPP 4
Public Records Act 1973
Records management team
	No 
	With requests being submitted through HiiPConnect, similarly to the existing online maintenance form, the data and photos/videos collected in the form are stored in a database, Azure, and for the request that cannot be created in HiiPRepairs, in Microsoft Outlook. If the request is integrated into HiiPRepairs the photos/videos will be stored in DMS and against the job details in HiiPRepairs. The data remains within the system indefinitely to demonstrate a history of the works and asset management carried out against each property.
At present, the department does not have a way to completely remove the data from its systems.
After this project is implemented, this will continue to be the case.
For the requests that do pass the property address match and are passed into the HiiPRepairs database, the data remains within the system indefinitely to demonstrate a history of the works and asset management carried out against each property.
It is proposed that the current process continues whilst the project team continue to work towards a new automated PROV/PII solution by December 2025. 
Refer to outcome of Records management review (Appendix F).

	Re-identification: Will the project involve de-identified information that may be re-identified through the linking of data or other information?
	Privacy team
	Yes 
	The requests submitted via HVOS are integrated or manually entered into HiiPRepairs. 
A departmental report is generated with identifiable data for the purposes of the HCC to use if there is an issue in the process ie a request is accidently deleted in the workflow or the API is down.
De-identified, aggregate data from HiiPRepairs is used for reporting purposes for contractor KPIs. There is a risk that this data will be re-identifiable, yet the linking of data or other information is unlikely due to the department’s security processes around linking systems. 
To protect the information in the case of accidental re-identification, to have access to the data at first instance, a user must agree to the Department’s technology General Conditions and Code of Conduct. Information will only be handled by authorised staff and external users with accounts.

	Information held by third parties: Will the project involve information being transferred to or collected by other parties (for example, cloud service providers or collection of information via third party platforms)? 
	Information Security team
Records management team
	Yes
	The information that is captured in HVOS is stored in the Microsoft Azure Data Centres in Melbourne and Sydney. The submitted request as an output transfers the captured data to HiiPRepairs, Microsoft Outlook and Genesys PureCloud (which is hosted in AWS Data in Sydney).
Data is encrypted while being transferred between systems.
HiiPRepairs includes the following risk mitigation strategies:
HiiPRepairs access is limited to authorised staff and employees of third parties. Routine access reviews are conducted to ensure only individuals with a business need have access.
Genesys PureCloud includes the following risks mitigation strategies:
Genesys PureCloud includes the following risks mitigation strategies:
Security Standards. Genesys has implemented and will maintain an information security program that follows accepted system security principles embodied in the ISO 27001 standard designed to protect Customer Data, as appropriate to the nature and scope of the Genesys Cloud Services provided.
Policies and Procedures. Genesys will maintain appropriate policies and procedures to support the information security program. Policies and procedures will be reviewed annually and updated, as necessary.
Data Storage and Backup. Genesys will create backups of critical Customer Data. Customer Data will be stored and maintained solely in Amazon Web Services (“AWS”) S3 with AES-256 Server-Side Encryption (SSE). Backup data will not be stored on portable media. Customer Data backups will be protected from unauthorized access.
Vulnerability and Patch Management. Genesys will maintain a vulnerability management program that ensures compliance with Industry Standards. The Genesys Cloud Services server instances are not patched. Instead, new server instances are deployed at least every 30 days on new AMIs (Amazon Machine Images) containing the latest patches and updates. It is required that all server instances be built on new virtual machines, and the old server instances terminated and deleted. Genesys will assess all critical vulnerabilities to the Genesys Cloud Services AWS production environment for access/vector complexity, authentication, impact, integrity, and availability. If the resulting risk is deemed to be “Critical” to Customer. Data by Genesys, Genesys will endeavour to patch or mitigate affected systems within 3 working days. Certain stateful systems cannot be patched as quickly due to interdependencies and customer impact but will be remediated as expeditiously as practicable.
Genesys Penetration Testing: On at least an annual basis, Genesys will conduct a vulnerability assessment and penetration testing engagement with an independent qualified vendor. Issues identified during the engagement will be appropriately addressed within a reasonable time-frame commensurate with the identified risk level of the issue. Test results will be made available to Customer upon written request and will be subject to non-disclosure and confidentiality agreements.
The HCC Staff use Genesys PureCloud, which is hosted on AWS in Sydney, as a Department approved third party provider which stores the captured information, for most HCC (Melbourne) based processes. The Genesys PureCloud service is accessed through the Housing Call Centre staff through the ‘DSP Admin Portal’ application, in which the staff are notified of a job that has been integrated into HiiPRepairs or for requests that have not been integrated, the captured information is manually entered into HiiPRepairs as a new job request and is allocated to a Head Contactor who performs repair service delivery – this transfer to a third party is the same as the existing repairs process which has safeguards and data sharing agreement in place.

	Reputational consequences: Are there any potential reputational considerations associated with the use of personal, health and/or sensitive information in this Project?
	
	Yes
	There are reputational consequences that do impact the current business process of the transfer of personal information. This risk relates to the current business flow, which involves multiple touchpoints and users who can view personal information of the renter. These users include:
1. All users of HiiP
2. All users of HiiPRepairs
3. The assigned Head Contractor.
Genesys has been identified as the suitable telephony platform for a range of areas within the department, including Housing, Child Protection and Emergency Response functions. Genesys has undergone appropriate risk assessment processes with IT during the procurement phase. There is a general reputational risk if a renter is not aware of the personal information they are providing to the department and in turn what the department stores. This is especially a concern in circumstances where a renter has a third-party assist them to complete the form, and there is no guarantee that the renter, that the Online maintenance request form relates to, has read the collection notice. 
There is also a reputational risk that if personal information of renters was compromised, then community trust in the department and renters’ actual or perception of their safety would be impacted.
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Consequence and likelihood matrix[footnoteRef:4] [4:  Reference, the department’s Risk management policy and framework  ] 

	Likelihood
	Negligible
	Minor
	Moderate
	Major
	Extreme

	Almost Certain
(Once per week)
(90%)
	Medium
	High
	High
	Critical
	Critical

	Likely
(Once per month)
(70%)
	Medium
	Medium
	High
	High
	Critical

	Possible
(Once a year)
(50%)
	Low
	Medium
	Medium
	High
	High

	Unlikely
(Once in 3 years)
(30%)
	Low
	Low
	Medium
	Medium
	High

	Rare
(Once in over 3 years)
(10%)
	Low
	Low
	Low
	Medium
	Medium



	[1] 
	Description of the risk
[Identify the risk]
	Consequence rating
[Assess the impact it would have on individuals’ privacy if it occurred as negligible, minor, moderate, major or extreme]
	Likelihood
[Assess the likelihood of the risk arising as almost certain, likely, possible, unlikely or rare]
	Risk rating 
[Assign an overall risk rating as low, medium, high or critical]

	Accept risk 
	Risk management strategy
[Detail the measures taken (or to be taken) to mitigate and manage the risk. Where relevant, include the timeframe for implementing the strategy and identify who is responsible for it]
	Residual consequence rating
[Assess the residual impact as negligible, minor, moderate, major or extreme]
	Residual likelihood rating
[Assess the residual likelihood of the risk arising as almost certain, likely, possible, unlikely or rare]
	Residual risk rating
[Assess the overall residual risk rating as low, medium, high or critical after mitigation strategies have been applied]
	Risk owner
[Name, title and position]

	1
	There is a risk that renters (or other user) may not be aware that they are not able to remain anonymous when logging a maintenance request, which may lead to the perception of having their privacy breached. 

Minimum viable personal information needs to be captured because:
An identifiable renter and address are required to execute the maintenance job request.
A form of contact is required to contact the renter regarding the request. 
The details captured is used to assist with the identification and repair of the maintenance request.
	Moderate
	Possible
	Medium
	Yes
	There are a number of risk management strategies this project is implementing to mitigate this risk as follows:
An information collection statement is provided at the beginning of the repair request which links to a long form collection notice should the renter wish to read in detail.
In the footer of the form, there is a Help & Assistance section with a link for Contacts & help and Contact a housing office.
	Moderate
	Possible
	Medium
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	2
	There is a risk that data quality is impacted as a result of users entering incomplete or inaccurate information on the maintenance form, which may lead to request being unclear.
	Major
	Possible
	High
	Yes
	The information that is entered into the maintenance form can always be prone to human error, however the platform provides some logical validation/filtering to assist user with data field selections. 
The renter would need to call their local housing office or the Housing Call Centre on 13 11 72 to change/update the details on the on the maintenance request form.
To generally help improve the data quality:
Confirmation for the submission of the maintenance request is communicated to the user on screen and via the renter/s email (if captured in HiiP)
HCC can determine both minor and major errors of data submission when viewing the job created in HiiPRepairs or via the Genesys email (if the job hasn’t been created) before manually entering the details into HiiPRepairs (error state scenario, very unlikely to occur).
Treatment and regular data audits are standardised to understand maintenance request submissions.
	Moderate
	Possible
	Medium
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	3
	There is a risk that a security breach occurs because of: 
1) Homes Victoria/DFFH personnel or Head Contractor staff having access to client information, which may lead to client information being used inappropriately.
2) an unrelated third-party obtaining access to the data eg for example via hacking.

	Extreme
	Possible
	High
	Yes
	The mitigation strategies in place for this risk are:
Training on the system and security requirements to access HiiPRepairs and Genesys PureCloud’s DSP Admin Portal
Access to Genesys PureCloud is only provided to onsite HCC Staff.
Access to HiiPRepairs is only provided to local housing office and HCC staff. A limited view is also provided to contractors via a different screen.
Regular audit and checking of user roles and accessibility to Genesys PureCloud and HiiPRepairs.
Requirement to immediately report potential security breaches.
Limiting access to the various Genesys PureCloud applications and HiiPRepairs functions to be relevant to the local housing office/HCC staff members job role.
Audit tracking and periodic auditing of the use.
Remove access rights as soon as a user leaves the Department.
Head Contractor staff with HiiPRepairs access have named accounts and are subject to the relevant contract agreements on system usage and data sharing.
If there is a data breach, the contractor would be required to contact the department and follow directions set out in the contract.

	Moderate
	Possible
	Medium
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	4
	There is a risk that the renter is re-identified as a result of submitting a maintenance request which may lead to the renter’s perception of having their privacy breached.
	Major
	Possible
	High
	Yes
	To perform the task required, the renter is unable to remain anonymous. The staff involved with actioning the work order have already been authorised to have access to those details as a function of their role and understand the privacy implications. 
A user must agree to the Department’s technology General Conditions and Code of Conduct to be able to have access to the information in the first instance. Identifiable information will only be handled by authorised staff.
For reporting purposes, the project involves the use of de-identified, aggregate data. There is a moderate risk that this data will be re-identifiable. However, the linking of data or other information is unlikely due to the department’s security processes around linking systems.
	Moderate
	Likely
	Low
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	5
	There is a risk that the information submitted by the user of the maintenance form is handled inappropriately as a result of it not being protected against unauthorised access, loss, or misuse.
	Major
	Possible
	High
	Yes
	All HCC Staff are employees who have access to Genesys PureCloud and HiiPRepairs, although access may be granted to DFFH/DH-employed staff in Shared Services where required to assist with ICT problems.
The HCC staff have extensive training to HiiPRepairs that involves a 3-week induction, as well as refreshers throughout the financial period.
Any housing staff who would have user access to HiiPRepairs will although access may be granted to DFFH or DoH employed staff in Shared Services where required to assist with ICT problems.
The housing staff have specific training within HiiPRepairs that relates to their speciality/role within Housing Services. They also undergo standard HiiPRepairs training as part of their induction.
HiiPRepairs access is automatically deactivated when a user has not logged in after 30 days. They then require an extensive re-activation process to re-gain access
	Moderate
	Likely
	Low
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	7
	There is a risk that information may be over-collected, in that more information than what is required for the purposes of the maintenance request are collected. In particular, option to upload photographs and type in further comments. As a result, renters may accidentally submit the wrong photograph or type in more than what the department needs to know.

	Major
	Possible
	High
	Yes
	The maintenance form will include information about its purpose and what it is for in the header.
The addition of photos/videos are not mandatory.
An information collection statement and disclaimer about not entering other information at the beginning of the form explains what the department intends to do with the information collected and the fact it will be used for the purpose of attending to the maintenance request only. 

	Moderate
	Possible
	Moderate
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	8
	There is a risk that data is retained in departmental systems and as a result does not meet PROV (records management) compliance.

	Major
	Possible
	High
	Yes
	This issue is not project specific and currently the department does not have an immediately available solution to address this issue.
A thorough analysis will be undertaken to implement a new automated PROV/PII solution before the end of December 2025. 
The data is managed in accordance with the DFFH Retention and Disposal policy, and in accordance with the recommended minimum retention period as outlined in the PROV standard PROS 08/14 RDA for records of the Housing function.
Records management have reviewed the PIA. See email response attached (Appendix F).

	Moderate
	Almost certain
	Moderate
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations


	10
	There is a risk that information entered in the free text fields on the form that is not related to the maintenance request is not triaged in HiiPRepairs by the HCC before it is allocated to the contractor and as a result the contractor may have access to the individual’s personal or health information or inappropriate language directed at the contractor. As a result, the individual’s privacy is breached.
	Major
	Possible
	Medium
	Yes
	The issue is a result of existing functionality in HiiPRepairs where additional information about a maintenance issue is entered into free text fields by staff and through the maintenance form will be populated with client’s comments. 
With the current Online maintenance form, the HCC are reviewing the requests in HiiPRepairs before they are allocated to the contractor.
This issue is being mitigated by placing additional text below the information collection notice:
Please ensure you do not include personal or health information in any free text fields unless you feel it is necessary for your request, as it will be provided to the Department and may be shared with the third-party contractor. Please also be respectful in the language you use or information you provide.
	
	
	
	Alicia Houlihan, Director Service Delivery Support

Liz Machado, Project Director, Homes Vic Business Systems

Thomas Kuster, Director, Statewide Housing Operations
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	Term
	Definition

	Personal information 
	means information or an opinion (including information or an opinion forming part of a database), that is recorded in any form and whether true or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion, but does not include information of a kind to which the Health Records Act 2001 applies;

	Sensitive information 
	sensitive information means information or an opinion about an individual’s–
a) racial or ethnic origin; or
b) political opinions; or
c) membership of a political association; or
d) religious beliefs or affiliations; or
e) philosophical beliefs; or
f) membership of a professional or trade association; or
g) membership of a trade union; or
h) sexual preferences or practices; or
i) criminal record–
that is also personal information;

	Health information 
	 means— 
a) information or an opinion about–
(i) the physical, mental or psychological health (at any time) of an individual; or 
(ii) a disability (at any time) of an individual; or
(iii) an individual's expressed wishes about the future provision of health services to him or her; or 
(iv) a health service provided, or to be provided, to an individual— that is also personal information; or 
(b) other personal information collected to provide, or in providing, a health service; or 
(c) other personal information about an individual collected in connection with the donation, or intended donation, by the individual of his or her body parts, organs or body substances; or 
(d) other personal information that is genetic information about an individual in a form which is or could be predictive of the health (at any time) of the individual or of any of his or her descendants— 
but does not include health information, or a class of health information or health information contained in a class of documents, that is prescribed as exempt health information for the purposes of this Act generally or for the purposes of specified provisions of this Act;
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Information Security Classification
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Public housing offer letter including privacy collection notice
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Information Collection notice hosted on Housing website
Arranging maintenance and repairs https://www.housing.vic.gov.au/repairs
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Confirmation email template
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HousingVic Online services new screens
Homepage – new maintenance section
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Tenancy service – new maintenance section
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Click Report maintenance issue button – privacy and consent page
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Raise maintenance request – first screen
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Click Next – Raise maintenance second screen
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Click Submit – confirmation pop up
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Click Submit request – confirmation message
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Click Back to Homepage – View current requests
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View Open requests
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Click on first record
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Closed requests view
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HVOS - Context Diagram
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Main Menu

		Information Security Classification Template

		Worksheet to apply protective markings and security classification of DHHS information

		Contents

		Introduction

		Guidelines

		Project Information

		Defining Datasets Worksheet

		Impact Level Worksheet

		Information Security Classification Summary

		Business Impact Levels

		Dataset Definitions Example

		References

		•     To find more about information security classification, refer to the Information Security Classification Policy and Standards.       

		•     To view the whole Business Impact Levels table, select the Business Impact Levels tab or visit OVIC website:      

		https://ovic.vic.gov.au/resource/vpdsf-business-impact-level-table-v2-0/

		•     To learn how to apply protective markings to your Microsoft documents i.e. Words, Excels, PowerPoints or Outlook mails? 
      Visit the Protective Markings SharePoint site:       

		https://dhhsvicgovau.sharepoint.com/sites/ProtectiveMarkings
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Intro

		Main Menu		Introduction

				Information Security Classification - a worksheet to apply protective markings and 
security classification of DHHS information

				Information Security Classifications assist the department with gaining insights into its information assets by understanding the impact if there was a loss to the integrity, availability, confidentiality or the value of information assets. Subsequently, the department can implement appropriate security measures over its information and reduce the chances of data breaches. 

				Classifications indicate the relative importance and/or sensitivity of data and inform the implementation, management, data handling and security requirements of the data.  

				Protective markings are security labels assigned to official information and signal a potential risk of compromise of confidentiality of the information. 

				Official information is any information obtained, generated, received or held by or for a Victorian public sector organisation for an official purpose or supporting of official activities. An example of 'unofficial official information' is personal correspondence.

				The Information Security Classification also informs the minimum security requirements during use, storage, tranmission, transfer and disposal of the information.

				Purpose

				This template is designed to assist with:

				•      Classifying Information assets appropriately;

				•      Determining the appropriate protective markings to apply; and

				•      Determining the security requirements for the information during use, storage, transmission, transfer and disposal.

				Audience

				The template is to be completed by personnel with an understanding of the data and/or information asset/s that requires classification.

				The contents will be consumed by:

				•      Project manager

				•      Project Team

				•      Information Owner

				•      Information Custodian

				•      Other interested parties

				Scope

				All information assets should be evaluated against the Business Impact Levels and include:

				•      New assets.

				•      Existing assets without a classification.

				•      Existing assets with a classification AND being modified (minor and major enhancements) – including modifications to process, storage, 
       data and audience requirements.
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Guidelines

		Main Menu		Guidelines

				How to use the template to assess the classification and protective marking of an information asset

				Information custodians should:

				1. Save your file as: info_class_[insert_project_name].xlsx. Make sure that you change [insert_project_name] with the relevant project/asset name being assessed.

				2. Provide an overview of the project/information assets that they are undertaking in:

				Project/Asset Information

				3. Record the details of the information in context of a dataset such as Dataset name, Description (type of data), Information usage, Source and Treatment in:

				Defining Datasets Worksheet

				4. Answer the questions in the Business Impact Levels Questionnaire by selecting the most approriate response in:

				Impact Level Worksheet

				5. Return the completed template to the Cyber Security team by email:

				info.security@dhhs.vic.gov.au

				If you haven't contacted the Privacy team, please do so via email:

				privacy@dhhs.vic.gov.au

				BTIM Cyber Security Management will:

				6. Review the information provided and seek clarification where required in:

				Project/Asset Information

				Defining Datasets Worksheet

				Impact Level Worksheet

				7. Provide a summary of findings and recommendations to finalise the Information Security Classification:

				Information Security Classification Summary

				8. Return the completed Information Security Classification workbook to the Information custodian/project team and request for a signed copy back.

				9. Consultation with the IM team about data governance and information management considerations for your project is recommended. Contact them via email:

				info.management@dhhs.vic.gov.au

				10. If the assessment has identified that a Privacy Impact Assessment may be required (if this has not been done prior), the Cyber Security team will advise the Privacy team accordingly by email:

				privacy@dhhs.vic.gov.au



































				Reference

				To find more about information security classification, refer to the Information Security Classification Policy and Standards.

				To view the whole Business Impact Levels table, select the Business Impact Levels tab or visit OVIC website

				(https://ovic.vic.gov.au/resource/vpdsf-business-impact-level-table-v2-0/)

				Want to learn how to apply protective markings (once your have assessed your data!) to your Microsoft documents i.e. Words, Excels, PowerPoints or Outlook mails? Visit the Protective Markings SharePoint site 

				(https://dhhsvicgovau.sharepoint.com/sites/ProtectiveMarkings)
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Project Info

		Main Menu		Project/Asset Information

				Overview of the project/asset of the information to be classified.



				Project Name		P24195 – Public Housing Maintenance Modernisation (PHMM) – Online Portal (HVOS)

				Information Asset		Public Housing Maintenance Request data stored in HiiP Repairs

				Project/Asset
Description		The Public Housing Maintenance Modernisation (PHMM) program is a multi-year program within the Homes Victoria, Asset Management branch. Working in partnership with Community Operations and Practice Leadership (COPL), the Housing Call Centre (HCC) and Information and Technology Systems (ITS), the program seeks to enhance and improve delivery of maintenance works to provide high-quality facility management services that make Homes Victoria’s housing portfolio safe, liveable and sustainable​. 
This particular project (is Phase 2 following on from Phase 1 P23725 Digital Online Maintenance request form) involves an enhancement to HousingVic Online Services (HVOS) enabling renters and residents to submit a maintenance request. The request details will be integrated into HiiPRepairs to reduce manual processing by the Housing Call Centre. The enhancement will also provide renters with visibility of their maintenance jobs as it progresses reducing the need to call the Housing Call Centre or Local Area Office for updates. The maintenance request details may be forwarded to a third-party contractor to action.

				Type of Information













						Describe in the cell below if other

						Contact details of user, property UPRN, repair request details, appointment time and availability information.
Data from form may be transferred to HiiPRepairs via an API

				Authorising legislation(s)		Residential Tenancies Act

				Business Area		Homes Victoria Business Systems

				Information Custodian (Director or Executive Director)		Susan Chadwick - Director (Homes Victoria)

				System Owner (if different from Information Custodian)

				Completed on		24-Mar-25

				Completed by (name and role)		Norbert Seidel, Project Manager
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Public information

Personally Identifiable Information

Banking Details 

Credit card data

Tax file numbers

Government-issued document i.e. passport, driver license, Medicare

Sensitive information i.e. race, religious beliefs, criminal history, sexual orientation

De-identified  / anonymised information

Health information

Other



Defining Datasets Worksheet

		Main Menu		Worksheet

				Define the datasets and business impact levels of the information to be classified in terms of confidentiality, integrity and availability.







				Example

				Dataset Name		Description
(Data elements)		Information Usage
(Collected/Created, Stored, Modified, Transmitted, Report)		Source		Treatment 
(How is this used?)

				Property details		UPRN/PIN		Stored, Transmitted, Report		HousingVic Online Services and user input into new maintenance request form. Property PIN and UPRN will come from HVOS
		To locate the repair for contractor to attend to;
Based on UPRN proerty address and other proerpty details are shared with the contractor from HiiP repairs

				Contact details		Renter's First name, last name
Renter contact (email, phone), 		Stored, Transmitted, Report		HousingVic Online Services		To send verification and for the contractor to use to arrange a time to attend the property

				Contact details		Alternative phone number (phone)		Collected, Stored, Transmitted, Report		HousingVic Online Services and user input into new maintenance request form
		For Contractor to use to arrange a time to attend the property

				Contact details		Preferred spoken lanuage

Interpreter required? (Yes/No)		Collected, Stored, Transmitted, Report		HousingVic Online Services and user input into new maintenance request form
		For arraging interpreter if needed

				Repair request		Repair description details including type, asset, photos/videos, appointment availability, access information		Collected/Created, Stored, Transmitted, Report		HousingVic Online Services and user input into new maintenance request form
		To assess and allocate repair to contractor

				Job details		Type of work, category of work, Priority		Modified, Stored, Transmitted, Report		HiiPRepairs to HousingVic Online Services		To provide renters with details of their maintenance request
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Impact Level Worksheet

		Main Menu		Worksheet

				Define the datasets and business impact levels of the information to be classified in terms of confidentiality, integrity and availability.



		Confidentiality

		Economy and Finance

		1.		Would the department's annual operating budget suffer a loss if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select severity to best describe the impact

						Loss of <1% of the department's annual operating budget

						Loss of >1% - 10%  of the department's annual operating budget

						Loss of >10% - 20%  of the department's annual operating budget with short term material impact on State finances or economy

						Loss of >20%  of the department's annual operating budget with long term damaget to State finances or economy



		2.		Would some Australian based non government organisations / private businesses' financial viability be impacted if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select severity to best describe the impact

						Other organisations' short term financial viability is undermined as they are disadvantaged to the extent that their operations/ services are compromised 

						Other organisations' long term financial viability is undermined as they are disadvantaged to the extent that their operations/ services are compromised 

						The financial stability of an Australian industry sector (i.e. multiple major organisations in same industry) is undermined



		Legal and Regulatory 

		3.		Would the department be non compliant with contracts or agreements if the information / data were to be compromised?

						N/A

						No

						Yes



		4.		Would the department fail in its statutory duty if the information / data were to be compromised?

						N/A

						No

						Yes



		5.		Would there be issues with legal privilege for communications between legal practitoners and their clients if the information / data were to be compromised?

						N/A

						No

						Yes



		6.		Would there be a violation of confidentiality or secrecy provisions in legislations that will result in imprisonment if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select severity to best describe the impact

						Less than 2 years imprisonment

						More than 2 years imprisonment



		7.		Would there be an investigation of misconduct if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select severity to best describe the impact

						Misconduct investigation managed internally

						Misconduct investigation managed externally



		Injury

		8.		Would there be a breach of personal information (including sensitive information and health information) if the information / data were to be compromised?

						N/A

						No

						Yes



		9.		Would a compromise of the information / data cause humiliation, distress or embarrassment to individual(s)?

						N/A

						No

						Yes



		10.		Would compromise of the information / data cause injury to individual(s)?

						N/A

						No

						Yes

		If Yes, select severity to best describe the impact

						Non-life threatening injury

						Direct threat to life / irreversible or life threatening injury

						Loss of life/fatality

						Loss of life/fatality of those engaged in critical activities affecting the operation of Victoria

						Widespread fatalities



		11.		Would compromise of the information cause financial hardship to individuals?

						N/A

						No

						Yes



		Public Services

		12.		Would there be public concern or dissatisfication if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Attention from a stakeholder with no broader exposure

						Some public concern or dissatisfaction

						Broad public concern or dissatisfaction

						Widespread public concern or dissatisfcation



		13.		Would a compromise of the information / data cause reputational damage or embarrassment to the department?

						N/A

						No

						Yes



		14.		Would a compromise of the information / data cause lost of confidence in the department?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Loss of confidence in a particular business unit/group within the department

						Loss of confidence and trust in the department

						Loss of confidence and trust in the government of the day



		15.		Would a compromise / data of the information cause loss of confidence in the Victoria Government?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Temporary loss of confidence in the government of the day

						Short term loss of confidence in the government of the day

						Long term loss of confidence and trust in the government of the day



		16.		Would there be negative media exposure if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Localised media interest

						Mainstream media reports



		17.		Would a compromise of the information / data result in required reporting or inquiry?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Routine internal reporting

						Specific internal reporting within the organisation

						External inquiry e.g. inquest, parliamentary inquiry or royal commission



		18.		Would a compromise of the information / data result in oversight measures for the department?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						New internal oversight measures

						New external oversight measures



		19.		Would a compromise of the information / data cause the department's Secretary to intervene?

						N/A

						No

						Yes



		20.		Would a compromise of the information / data directly threaten the internal stability of Victoria?

						N/A

						No

						Yes



		21.		Would a compromise of the information / data lead to persistent parliamentary scrutiny i.e. questions in parliament, motions moved or commments in reports tabled by Parliamentary Committees, or other tabled documents?

						N/A

						No

						Yes



		22.		Would any individuals be reprimanded as a result of the compromise of the information / data?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Departmental staff/executive suspensions

						Departmental staff/executive terminations

						Political resignations



		23.		Would a compromise of the information / data result in compromise of the department's physical or material assets (beyond financial impact)?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Non-critical (non-essential) physical or material assets

						Cirital (essential or important) physical or material assets



		24.		Would the department's ability to operate, deliver services or programs, be impacted if the information / data were to be compromised?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Degradation or cessation of non-critical (non-essential) business operations, systems or services, to an extent that while the department can perform its primary functions, the efficiency and effectiveness of the functions is noticeably reduced or impeded

						Degradation or cessation of critical (essential or important) business operations, systems or services, to an extent that the department cannot perform one or more of its primary functions, impeding operations

						Degradation or cessation of critical (essential or important) business operations, systems or services, to an extent that the department cannot any of its functions, impeding operations



		Public Order, Public Safety and Law Enforcement

		25.		Would a compromise of the information / data cause disruption to the provision of emergency service activities to the extent that re-prioritisation to meet at expected level of service is required?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Re-prioritisation at the Local levels is required

						Re-prioritisation at the State levels is required

						Re-prioritisation at the National levels is required



		26.		Would compromise of the information / data cause damage to crime fighting by:
Hindering the detection of crime?

						N/A

						No

						Yes



		27.		Would compromise of the information / data impede the investigation of a crime?

						N/A

						No

						Yes



		28.		Would compromise of the information / data facilitate the commission of an offence(s)?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Summary offence (less serious offences usually dealt with infringement notices and heard in the Magistrates Court)

						Indicatable offence (more serious offences heard in the Crown Court attracting a max penalty of 2 years imprisonment or more)

						Serious indictable offence (punishable on first conviction with imprisonment for life or for a term of five years or more)



		29.		Would compromise of the information / data cause damage to judicial proceedings by:
Impairing/damaging the judicial operations/systems

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Impairment to judicial operations overseeing summary offences

						Damage to the State judicial system overseeing indicatable offences

						Damage to the State judicial system overseeing serious indicatable offences



		30.		Would compromise of the information / data cause or contribute to a collapse of a prosecution?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Collapse of a summary prosecution

						Collapse of an indictable prosecution

						Collapse of a serious indictable prosecution



		31.		Would compromise of the information / data cause a declaration of a conviction for an offence to be 'unsafe'?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						A conviction for a summary offence declared ‘unsafe’ or referred for appeal

						A conviction for an indictable offence declared ‘unsafe’ or referred for appeal

						A conviction for a serious indictable offence declared ‘unsafe’



		32.		Would a compromise of the information / data cause public unrest/order and disruption to the community?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						Some public disorder

						Damage to public order e.g. protests

						Damage to public order e.g. riots



		Integrity

		1.		Is it important for the information / data to be free of error and manipulation and be protected from unauthorised changes?

						N/A

						No

						Yes

		If Yes, select the severity to best describe the impact

						No specific requirements. General low value business information

						Routine data validation, manual system integrity checks required. Routine operational information

						Strict data validation, automated periodic system integrity checks. Important financial operational or safety information



		Please describe in the box below the most serious damage that would arise from errors or uauthorised changes to the information

		Would delay maintenance from being requested, scheduled and performed on public housing.











		Availability

		1.		Is it important for the information / data to be available when required? In the event of system unavailability, what is the critical time scale for recovery of the information / data?

						N/A

						No

						Yes

		If Yes, select the critical time scale to best describe when the information / data is required by.

						Within 1 month

						Within 1 week

						Within 2-3 days

						Within 1 day

						Within 1 hour



		Please describe in the box below the most serious damage that would arise from an outage of the system/unavailability of the data 

		There are alternative channels for renters to raise issues, e.g. by calling the Housing Call Centre (HCC). Also alternative methods for the HCC to forward work orders on to the contractor.
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ISC Summary

		Main Menu		Information Security Classification Summary

				A summary of the Information Security Classification findings and recommendations.



				Project Name						P24195 – Public Housing Maintenance Modernisation (PHMM) – Online Portal (HVOS)

				Information Asset						Public Housing Maintenance Request data stored in HiiP Repairs

				Cyber Security Analyst						Trustwave

				Review Date						18-Aug-25

				Business Impact Assessment Rating

						N/A		Minor		Limited		Major		Serious		Exceptional																								     

				Confidentiality								X

				Integrity				X

				Availability								X

				Overall Classification and Impact Score

				PROTECTIVE MARKING				IMPACT SCORE				IMM 
(optional)

				PROTECTED				3

				I agree with the business impact assessment rating, overall classification, 



				System owner signature												Date

				Summary

				The information asset Public Housing Maintenance Request data stored in HiiP Repairs was assessed on 18 August 2025 as PROTECTED. It is based on the highest business impact level of 3 amongst the individual datasets, across the business impact categories. 
















				Recommendations

				• Consult with the Legal team on questions 3 and 7 to ensure that the responses to those questions align with the Department's legal responsibilities.
• Liase with the Records Team to ensure that the data retention period is compliant with applicable regulations.
• Consult with the Privacy Team on whether the Threshold Privacy Assessment (TPA) is required.
• Liase with the Information Secutiy team to commence the Threat & Risk Assessment (TRA) for detailed recommentations.          
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Next Steps
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Once the Information Security Classification (this document) has been assessed you are required to do the following:

- Ensure this document is signed by the relevant Director or Executive Director and send a copy of the signed document back to your Cyber Security Analyst.

- If you are intending to engage a third party to handle the information that was assessed by this ISC, you are required to do the the following: 

	> provide the third party(s) with the  Information Security Standard Requirements Assessment (ISSRA), this must be completed by third 	parties before they are selected or provided access to departmental information / data, systems
	  
	> provide the third party(s) with the Third-Party Security Standard 8b for Externals, provided to all prospective third parties 
	
	> read and familiarise yourself with the the department's Third Party Standard 8a for Internals.
  
Note: You should allow ample time and budget for the evaluation of the ISC and any additional security assessments as part of your project or procurement. 

More information about engaging third parties and the associated information security requirements is available on the Third-Party Security Assessment page Third Party Security Assessment (sharepoint.com).  

 

 
 




BILs

		Main Menu		Business Impact Levels (BILs)

				Definitions of the Business Impact Levels applied against the information being classified (as defined by OVIC).



						Impact Levels

						N/A - 0		MINOR - 1		LIMITED - 2		MAJOR - 3		SERIOUS - 4		EXCEPTIONAL - 5

						No business impact		Compromise of the information would be expected to cause minor harm/damage to government operations, organisations or individuals, resulting in one or more of the following:		Compromise of the information would be expected to cause limited harm/damage to government operations, organisations or individuals resulting in one or more of the following:		Compromise of the information would be expected to cause major harm/damage to government operations, organisations or individuals, resulting in one or more of the following:		Compromise of the information would be expected to cause serious harm/damage to government operations, organisations or individuals in one or more of the following:		Compromise of the information would be expected to cause exceptionally grave damage to the national interest



				Economy and Finance

				Organisation’s operating budget (impact on public finances)		N/A		+ Loss of < 1% of a government organisation’s annual operating budget		+ Loss of > 1% – 10% of a government organisation’s annual operating budget		+ Loss of > 10% – 20% of a government organisation’s annual operating budget 

+ Short-term material impact on State finances or economy		+ Loss of ≥ 20% of a government organisation’s annual operating budget

+ Long-term damage to State finances or economy		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Impact on Australian based non-government organisations / private businesses		N/A		None		Australian-based or owned non-government organisation / private business by:

+ undermining its financial viability, by disadvantaging them to the extent that their operations or services are compromised

		Australian-based or owned non-government organisations / private businesses by:

+ undermining their short-term financial viability, by disadvantaging them to the extent that their operations or services are compromised		Australian-based or owned non-government organisations / private businesses by:

+ undermining their long-term financial viability by disadvantaging them to an extent that their operations or services are compromised

+ undermining the financial stability of an Australian industry sector (i.e. multiple major organisations in the same industry)

		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Legal and Regulatory

				Legal/compliance

(including applicable legislation and agreements or contracts)
E.g. Non-compliance with legislation, commercial confidentiality and legal privilege		N/A		No compliance issue or breach		+ Non-compliance with contracts or agreements

+ Failure of statutory duty

+ Violation of confidentiality or secrecy provisions in legislation resulting in less than two years imprisonment

+ Issues of legal privilege for communications between legal practitioners and their clients

+ Misconduct investigation managed internally		+ Non-compliance with contracts or agreements

+ Failure of statutory duty

+ Violation of confidentiality or secrecy provisions in legislation resulting in less than two years imprisonment

+ Issues of legal privilege for communications between legal practitioners and their clients

+ Misconduct investigation managed either internally or externally		+ Non-compliance with contracts or agreements

+ Failure of statutory duty

+ Violation of confidentiality or secrecy provisions in legislation, resulting in more than two years imprisonment

+ Issues of legal privilege for communications between legal practitioners and their clients

		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Injury

				Injury

(impact on individual's personal safety, dignity, finances, liberty or identity)		N/A		None		+ Breach of personal information (including sensitive information as defined in Schedule 1 of the PDP Act 2014)

+ Humiliation, distress or embarrassment

+ Non-life-threatening injury

+ Financial hardship

		+ Breach of personal information (including sensitive information as defined in Schedule 1 of the PDP Act 2014)

+ Humiliation, distress or embarrassment

+ Irreversible or life-threatening injury

+ Direct threat to life

+ Loss of life/fatality

+ Financial hardship (e.g. bankruptcy or dissolution of assets)		+ Breach of personal information (including sensitive information as defined in Schedule 1 of the PDP Act 2014)

+ Loss of life/fatality of those engaged in critical activities affecting the operation of Victoria

+ Widespread fatalities

+ Widespread financial hardship (e.g. bankruptcy or dissolution of assets of multiple people)		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Public Services

				Reputation, confidence and utilisation of services

(impact on an organisation standing or reputation, including confidence in government)		N/A		+ No public concern or dissatisfaction

+ Attention from a stakeholder with no broader exposure

+ Routine internal reporting		+ Public concern or dissatisfaction

+ Reputational damage or embarrassment for the organisation

+ Loss of confidence in a particular business unit/group

+ Localized media interest / negative exposure

+ Specific internal reporting within the organisation

+ Staff / executive suspensions

+ New internal oversight measures for the organisation		+ Broad public concern or dissatisfaction

+ Reputational damage or embarrassment for the organisation

+ Loss of confidence and trust in the organisation

+ Mainstream media reports/negative exposure

+ Intervention of the CEO / Secretary

+ Persistent parliamentary scrutiny (i.e. questions in parliament, motions moved or comments in reports tabled by Parliamentary Committees, or other tabled documents)
+ Staff / executive terminations

+ New  oversight measures for the organisation

+ Short term loss of confidence in government

+ Political resignations		+ Widespread public concern or dissatisfaction

+ Reputational damage or embarrassment for the organisation and /or the government of the day

+ Loss of confidence and trust in the government of the day

+ Mainstream media reports/negative exposure

+ Intervention of the CEO / Secretary

+ Persistent parliamentary scrutiny (i.e. questions in parliament, motions moved or comments in reports tabled by Parliamentary Committees, or other tabled documents)
+ Staff / executive terminations

+ New  oversight measures for the organisation

+ Political resignations
+ Directly threatening the internal stability of Victoria

+ New external oversight measures for the organisation		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Impact on an organisation’s or material assets (beyond financial impact – i.e. infrastructure, cultural and environmental assets)		N/A		Compromise of an organisation’s non-critical (non-essential) physical or material assets		Compromise of an organisation’s physical or material assets		Compromise of an organisation’s critical (essential or important) physical or material assets		Compromise of an organisation’s critical (essential or important) physical or material assets		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Service delivery

(impact on capacity to operate, deliver services or programs, cause incovenience or inability to consume public service)		N/A		No threat to, or disruption of business operations, systems or service delivery		Degradation or cessation of non-critical (non-essential) business operations, systems or services, to an extent that while the organisation can perform its primary functions, the efficiency and effectiveness of the functions is noticeably reduced or impeded		Degradation or cessation of critical (essential or important) business operations, systems or services, to an extent that the organisation cannot perform one or more of its primary functions, impeding operations		Degradation or cessation of critical (essential or important) business operations, systems or services, to an extent that the organisation cannot any of its functions, impeding operations		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Relationships with other governments (including States or Territories, Commonwealth and/or international)		N/A		No damage to relations between Victorian Government and other governments		Damage or disruption to relations between Victorian Government and other governments		+ Damage or disruption to relations between Victorian Government and other governments

+ Disadvantaging Victoria in national negotiations or strategies		+ Damage or disruption to relations between Victorian Government and other governments

+ Disadvantaging Victoria in national negotiations or strategies

+ Directly threatening internal stability of other jurisdictions, leading to widespread instability across Australia

+ Raising national tensions or severely disrupting diplomatic relations resulting in formal protests or sanctions		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Public Order, Public Safety and Law Enforcement 

				Provision of emergency services		N/A		None		Disruption to emergency service activities requiring re-prioritisation at the local levels to meet expected levels of service		Disruption to emergency service activities requiring re-prioritisation at the State levels to meet expected levels of service		Disruption to emergency service activities requiring re-prioritisation at the State or national levels to meet expected levels of service		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Crime fighting		N/A		No damage to crime fighting		Damage to crime fighting including:

+ hindering the detection of,

+ impeding the investigation of, or

+ facilitating the commission of a summary offence		Damage to crime fighting including:

+ hindering the detection of,

+ impeding the investigation of, or

+ facilitating the commission of an indictable offence		Damage to crime fighting including:

+ hindering the detection of,

+ impeding the investigation of, or

+ facilitating the commission of a serious indictable offence		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Judicial proceedings		N/A		None		Damage to judicial proceedings including:

impairment to judicial operations overseeing summary offences

+ collapse of a summary prosecution

+ a conviction for a summary offence declared ‘unsafe’ or referred for appeal		Damage to judicial proceedings including:

impairment to State judicial operations overseeing indictable offences

+ collapse of a indictable prosecution

+ a conviction for an indictable offence declared ‘unsafe’ or referred for appeal		Damage to judicial proceedings including:

+ damage to the State judicial system overseeing serious indictable offences

+ collapse of a serious indictable prosecution

+ a conviction for a serious indictable offence declared ‘unsafe’		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Public unrest/order		N/A		None		+ Damage to public order

+ Disruption to the community		+ Damage to public order (e.g. protests)

+ Disruption to the community		+ Damage to public order (e.g. riots)

+ Disruption to the community		Refer to Commonwealth Protective Security Policy Framework (PSPF)

				Protective
Markings		Unofficial		OFFICIAL		OFFICIAL: Sensitive		PROTECTED		SECRET		TOP SECRET

								CABINET-IN-CONFIDENCE

				Information Management Markers				Optional application of the following IMMss



								Legal Privilege - Restrictions on access to or use of information covered by legal professional privilege

								Legislative Secrecy - Restrictions on access to or use of information covered by legislative secrecy provisions

								Personal Privacy - Restrictions on acccess to, or use of, personal information and/or health information 

								collected for official purposes (Privacy and Data Protection Act 2014 and Health Records Act 2001)
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Assessment

		Confidentiality				Integrity				Availability

		Question no.		Response		Question no.		Response		Question no.		Response

		1				1				1

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18

		19

		20

		21

		22

		23

		24

		25

		26

		27

		28

		29

		30

		31

		32





Dataset Definitions Example

		Main Menu		Dataset Definitions Example

				To assist with completing the Dataset Definitions within the Worksheet

				Below is a sample dataset definition. The data represented in this worksheet is fictitious and should be viewed and treated as such.

				Worksheet

				Dataset Definitions

				Dataset Name		Description
(Data elements)		Information Usage
(Collected/Created, Stored, Modified, Transmitted, Report)		Source		Treatment 
(How is this used?)

				Applicant details		Name, Gender, DOB, Address		Collected, Stored, Modified		Applicant		To assess the application

				Financial Situation		Monthly income, Monthly expenses		Collected, Stored, Modified		Applicant		To assess the application

				Health Status		Mobility, Blood pressure status, Cholesterol level status		Collected, Stored, Modified		Applicant		To assess the application

				Application Summary		Applicant ID, Date of submissions, Type of service request, Status, Date of decision		Collected, Stored, Modified		System generated and DHHS		Metadata and outcome
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reference

		Impact Score		Drop Down Box		Protective Marking				IMM (optional)

		0				UNOFFICIAL				N/A

		1		X		OFFICIAL				LEGAL PRIVILEGE

		2				OFFICIAL: SENSITIVE				LEGISLATIVE SECRECY

		3				PROTECTED				PERSONAL PRIVACY

		4				SECRET

		5				TOP SECRET
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Department of Families, Fairness and Housing

xofce
address acress2 adcresss
Suburb sate postcode
Emal s
e v
Telephone: (031002332
1600000000
MRZ22222

123 DFASF ADASDAD VIC 1111 171une 2025

Ref No. 7100004482

Dear Mr 222222

The Department of Families, Fairness and Housing i pleased to inform you that a public housing property.
s now available for you to inspect from Alexandra District.

Although there may be maintenance and improvement works under way at the time of the inspection, al
necessary works will be completed before you move in

Please contact the xxxOfice by 17 June 2025 to find out more information about the property and to
arrange a time for the inspection.

When you come into the offce for your appointment, you will need to bring the following documents for
every household member of your tenancy:

A Centrelink income statement (no more than 2 weeks old)
A wage statement for the last 13 weeks

A current bank statement (no more than 4 weeks old)
‘Documentation to confirm income and assets from any other source.

If any household members are using the Centrelink Confirmation eServices, they are not required to
provide income documentation.

It s important that you contact the office s so0n as possible so we can assist you with your property.
relocation.
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1 we do not hear from you by 17 June 2025, we will visit you at home to make sure that you are fully
informed of this offer.

1 you have any questions or concerns, please contact the xxxOffice on 231122

Please quote reference number 7100004432 when making enguiries.

Yours sincerely

foo
Manager
o0ffice
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Privacy Collection Notice

Victorian Housing Register

The department collects personal information you provide in your Victorian Housing Register application about
You and your household, to determine your eligibiliy to access social housing, the size of your household and
where you are seeking to live.

The department and registered community organisations use this nformation to allocate a suitable property for
You and your household, as well as determine the rent to charge for your tenancy.

The information s also used to contact you and to know which support providers or advocates have your
‘permission to access your information or t0 speak on your behalf.

It should be noted that the department accepts information about your household from you on the basis that you
have obtained their consent where the household member is not a dependent child. ~n providing consent,
household members should be aware that their information will be used by the department to determine
ity for housing assistance and maybe accessible by Community Housing organisations where they have
been selected as a housing option.

Public Housing

To correctly determine the rent to be charged for your tenancy, the department willcollect details about your
income and assets either from you, or where you have authorised it, from Centrelink, on an ongoing basis. You
wil also be requested to update your circumstances over time as this may impact your rent charge. If
authorisation has been provided, the department will use your Centrelink detais for payment processing of your
rent charge once your tenancy commences.

The department s required to collect persona information about you and your household.

As your landlord, the department s required to retain the information it collects about you and your household as
it forms the basis on which you have been assessed as eligble for public housing, including the details of your
household members and incomes at the point of alocation of a property.

Discussions you have with departmental staff, ltters and other communications the department sends to you or
You send the department, as well as contacts from advocates or third parties, and referrals to other services, are
all held as records associated with your tenancy and its household members.

As your landlord, the Department will take photos of your residence at the time you begin your tenancy, to record
its condition, and those photos will be include in the condition report o the premises. If you leave items of
persanal proerty in the premises after you vacate, the Department is required to take photos of these, and will
use those photos to advise you about these items and to keep a record for security purposes.

The department will only disclose this information with third parties on a need's basis or as authorised by law and
wil provide the minimal information required for the purpose.  For example, when maintenance works are to be
done, the department will disclose to the contractor the name of the tenant/s, address of the property, and
contact detalls, as well as the works that are required, and any other specific information relative to safely.
undertaking the work.
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Information Collection

Your privacy is very important.

In order to log your request for repairs with our head contractor we will need to
confirm your identity either by you providing your password or by you answering a
number of questions which relate to your tenancy with the Department of Families,
Fairness and Housing.

The information you provide about the repair on your property including the address
as well as your contact details will be recorded in our housing ICT system HiiP and
shared with the maintenance contractor for them to undertake the work. HiiP is a
secure ICT system.

Without this information we are not able to process your request for repairs.

The information you provide about yourself is collected, retained, and used in
accordance with the Privacy and Data Protection Act 2014 (Vic) and the Public
Records Act 1973 (Vic). You are able to request access to this information, or request
that your information be corrected through making contact with your local housing
office. You can also request access through contacting Freedom of Information by
email foi@dffhic.gov.au or phone (03) 9096 8449 or 1300 475 170.

For more information on how the Department manages your personal information,
please refer to the department’s privacy policy which can be downloaded from the
department website's privacy policy page (7.

If you have a question about this privacy statement or wish to make a complaint
about the way we have collected, used, retained, or disclosed your personal
information, please contact the department’s privacy team at
privacy@dffhvic.gov.au.
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Dear [First Namel,

‘The following maintenance issue(s) have been reported to us:
Reference number: [Job number #1]

Trade: [Type of work]
o Issue: [Locationl - [Issue description]

o lssue:

Trade: [Type of work]
o Issue: [Locationl - [Issue description]

Reference number: [Job number #2]

Reference number: [Portal Maintenance Ref #]

Trade: [Type of work]
o Issue: [Locationl - [Issue description]
o lssue:

Trade: [Type of work]
o Issue: [Locationl - [Issue description]

One of our customer services officers will be in contact with you if further information is required.

I you would like further information about repair times, please visit the Housing website
imes

hittps://wwwhousing.vic.gov.au/repai

Please note, any fault which makes your home or surrounds unsafe, insecure, uninhabitable, o damage that
hinders safe access to your home or estate is considered an urgent repair and will be attended to as a priority.

You can log into HousingVic Online Services via myGoy Sign in with myGov - myGov to track the progress of your
maintenance issue. Find out more about HousingVic Online Services on the Housing website
https://www.housing.vic.gov.au/online-services

For any queries, contact the Housing Call Centre on 13 11 72 and quote your job/reference number located at the
top of this email.

Sincerely,
Housing Call Centre
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Retumto DY HousingVic | DFFH website

HOUSING

ONLINE SERVICES

Welcome bax

Shayde

«

My housing

View information about your
Tenancy, Victorian Housing
Register application or RentAssist
Bond loan.

My contact details

‘View your housing account
summary or make @ payment.

A& HOME

=

My account

My information

‘This is where you can view and
edit your personal information,
contact details, mail preferences
and Centrelink Confirmation
eServices consent.

Make changes to my service

Postal:
Mobile:

Email:

Update details >

Tenancy

Maintenance requests

Need to report an issue with your property?

Experiencing an issue in your home? Click the button to et us
know,and we'l arrange for repairs as soon as possible.

View Current requests >

. ,





image18.png
A A = ‘= HOME
ONLINE SERVICES

Welcome bax

. Frederic

Home > Myhousing > Tenancy >

Tenancy

- —— — - -
-

Reference no. 0843640665

Tenancy information

o e

Rental status: Create mediation application (no response to

Maintenance status: No arrears

Rebatestatus: Reboted rent > View transactions
Last time we visited you: 2100 2023

Recuest o satement
Local housing office: Ascot Vale >

Maintenance requests

Report maintenance isst

Open Closed
requests requests
View > View >

Household member details

Erederic Tracey
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Home > Report maintenance issue

Privacy and consent

My contact details
Your contact detals wil be used f we need to contact you abou the mintenance issue.
postal:
Mobile:

Your privacy is important
The information calected i this maintononce request will o stored securely and only used by the department
ond the third.porty contractor t dentify the maintananca lsue, contact you to rTange 0ccoss to ropalr the
iscue and follow up on any foedback provided and assit usto further Improve our services.

For more information about information calection details (1

Please ensure you do not include personal or health informatin in any freo text fieds unless youfee it s
necossary for your requost,as e will b provided to the department and may bo shared with the third-party
contractor. Ploase also be respectul in the language you uso of in the nformation you provide

) thereis o immediate i o yourheth and sty ieosecontoct emergency sevices o0 000,
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eturnto MY

Home > Report maintenance issue

Report maintenance issue
\ScoT VALE 3032

Add and update your issues

Issue details

Tell us about your maintenance issue
Where is the repair needed? *
© My home

Common area (Shared spaces within the estate)

Ihave an issue with *
Start by typing the issue. This helps us understand what needs to be fixed.
Tip: f you can'tfind your issue, select *Other”

Leaking tap x

Quick Selection | gROKEN | | DOOR LEAK | | Lock.

Helpful Information
ffthe tapis dripping, use a cup to catch the water.If a lot of water is coming
out of the tap, turn the water supply off at the mains when not in use.

‘The water meter is usually located at the front of your property near the
fence. It often close to @ garden tap. The water meter may be close to the.
‘ground. It could be hidden by plants or foliage.

* Find the on/off valve. This is usually a tap, knob or lever on top of the.
meter.

* Turn the water supply off by moving the tap or lever to the right f the tap.
‘doesn't move, try turning it to the left to loosen the seal, then tun it to the
right again.
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‘Which room/area is the issue in? *

Upload photos or videos of your issue

s

4

Drag file here

Supported file types: images (PNG, JPEG, GIF and JPG) up to 10MB, and
Videos (MP4, MOV and MPEG) up to SOMB.

You can upload up to 3 files in total.

No documents found.

Tell us more about the issue
Any extra details can help us resolve the issue faster. For example, the light in the
bedroom is flickering constantly while all the other lights in the house are
working.

test

146 characters left

‘Select Next to move to the final stages and submit the request.
‘Select Cancel request to exit without saving.

(o]
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Quick Help
Reporting repairs promptly

Emergencies
Agas leak or burst water mains pipe is an emergency. Contact 000 immediately.

Reporting maintenance issues

* You can report maintenance issues via the HVOS Maintenance portal.
« You can also phone the Housing Call Centre on 131172

n when reporting issues

Pests, infestations and mould

HousingVic HousingVic Online Services
National Relay Service Accessibility statement.
Privacy
Disclaimer

Copyright

© Stote Government of Victoria 2025
Victorian Government Department of Familles, Falrness and Housing
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Home > Report maintenance issue

Report maintenance issue
ASCOT VALE 3032

Contact & availability

Select available days and times. For urgent issues, we will attend as soon as possible.
“This is a guide for the contractor to attend. Urgent repairs will be responded to within
24 hours and non-urgent ones within 14 days .
Any date/time *
@ ves

No
Please provide any additional information for the contractor.

Letus know if you have pets, specific entry instructions, or any other important
details the contractor should b aware of before arriving at your home.

150 characters left

Preferred spoken language *
This applies only to this issue and wor't update your profile.

English x

My contact details

We will send confirmation and updates of your request to the contact details we
have on your account as shown below.

SMs: 0412345679
Email. jE———ov.au
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Do youwant to add an alternative contact number?
“This will not update your account details. These are afternative contact details only.
for this maintenance request.

I you have nominated someone to act for you, or provided personal information of
another individual, please also direct them to Information collection details

‘Add aternative contact

Phone number *

Quick Help

Contact and availability

‘Why we sk for your contact details? -

* We usually ask for your name, address, phone number and email address.
« We use these details to send information about your maintenance request.

* Our contractors may also use your contact details to set up an appointment
with you.

Arranging availability +

‘Your privacy -

* We respect your concerns about privacy. There are laws that we must obey.
‘when collecting, storing and using your information. The same laws apply to
organisations that act on our behalf

* Tolearn about the laws that guide us and how we protect your information, go
o the department's Privacy page.

‘Will the contractor take photos of my home? +
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Confirm issues raised

By selecting the Submit request button, the issues you
have raised will be submitted. To go back and review
any issue, please select Cancel
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Home > Report maintenance issue

Report maintenance issue

| ASCOT VALE 3032

Thank you
We have received your maintenance request and are working to get it fixed for you

Maintenance Request Summary

Reference no: 122204073

Plumbing repairs
Bathroom: Leaking tap

‘One of our services officers will bein contact with you i further information i required. You may also be contacted by contractors to arrange a time
toattend.
I your request is assessed as urgent, the contractor will make arrangements to attend as soon s possible.
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HOUSING
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My housing
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My information
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‘View your housing account
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i and Centrelink Confirmation
eServices consent.
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Tenancy

Maintenance requests

Need to report an issue with your property?

Experiencing an issue in your home? Click the button to et us
know,and we'l arrange for repairs as soon as possible.

View Current requests

. ,
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Home > View Current requests

Current requests
View jobs raised for your home here. Common area jobs will not be displayed.

Raise maintenance request

Submitted on: 18 September 2025
Plumbing Repairs
Kitchen

Reference no. 125333213

Submitted >

Submitted on: 18 September 2025
General Repairs
Bathroom

Reference no. 125333202

Submitted >

Submitted on: 17 September 2025

General Repairs
Door - Rear

Reference no. 125332970

Submitted >

Submitted on: 17 September 2025
General Repairs

Yard - Front

Reference no. 125332969

Submitted >

Submitted on: 17 September 2025

Current requests

> View Closed requests
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Home > Openrequests > Detai

Plumbing Repairs
< Back to open

Repair job status:
Reference Number: 122204073
Status: Submitted
Repair Priority: Priority
Issue Raised: 01Jul 2025
Job Details
Raised via
HVOS by Frederic Isbister
‘What type of repair?
Plumbing repairs - Bathroom
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Home > Closed requests

Closed requests

Cancelled on: 27 June 2025

General Repairs
other
Reference no. 122203229

Cancelled >

Cancelled on: 26 June 2025

Plumbing Repairs
Bathroom

Reference no. 122202317

Cancelled >

Cancelled o 26 June 2025
General Repairs
Door - Rear

Reference no. 122202293

Cancelled >

‘Completed on: 19 June 2025
Plumbing Repairs
Bedroom1

Reference no. 122200151

Completed >
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Home > Closedrequests > Details

Plumbing Repairs

Repair job status:

Reference Number: 122200151
Completed
Urgent
19.Jun 2025
19.Jun 2025

18 Jun 2025

Job Details

Raised via
HVOS by Frederic Isbister

What type of repair?
Plumbing repairs - Bedroom 1
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Records management Re OFFICIAL FW HVOS Threshold Privacy Assessment Form.msg
Re: OFFICIAL: FW: My responses: Threshold Privacy Assessment Form

		From

		Michaela Hart (Support)

		To

		Tanya Vaz (DFFH); Catherine Green (Support)

		Recipients

		Tanya.Vaz@dffh.vic.gov.au; Catherine.Green@support.vic.gov.au



Hi Tanya,



Thanks you for the opportunity to review this Threshold Assesment. 



Noting that the PIA outlines the existing constraints regarding destruction of data, my recommendation would be to include something

stating that the data is managed in accordance with the DFFH Retention and Disposal policy, and in accordance with the recommended minimum retention period as outlined in the PROV standard PROS 08/14 RDA for records of the Housing function.



We are happy to engage more specifically as this project progresses. 



Kind Regards, 



Michaela Hart (She/They)
Senior Archivist, Workplace Tools Advice and Support | Common Corporate Support Branch

Providing corporate services support to the Department of Families, Fairness and Housing and the Department of Health
0408 301434| michaela.hart@support.vic.gov.au | Chat with me on Teams



I acknowledge the Traditional Custodians of the land on which I live and work, and pay my respects to their Elders past, present and future.
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  _____  


From: Tanya Vaz (DFFH) <Tanya.Vaz@dffh.vic.gov.au>
Sent: Wednesday, 20 August 2025 12:21 PM
To: Michaela Hart (Support) <Michaela.Hart@support.vic.gov.au>
Subject: OFFICIAL: FW: My responses: Threshold Privacy Assessment Form

 



Hi Michaela



 



This is another PIA that requires records management review, not sure if you’ve had a chance to have a look at this one?



 



Let me know if you have any questions 😊



 



Thanks



 



Tanya Vaz

Product Owner, Service Delivery Solutions



Service Delivery Support



Service Agreement and Quality Systems



Community Operations and Practice Leadership



Department of Families, Fairness and Housing



 



t. 94564523 | 0421693608 | e. Tanya.Vaz@dffh.vic.gov.au
w. www.dffh.vic.gov.au



 



** Please note, I am not available on Wednesdays.
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From: Tanya Vaz (DFFH)
Sent: Wednesday, 2 July 2025 10:16 AM
To: Privacy (DFFH) <privacy@dffh.vic.gov.au>
Cc: James Melville (DFFH) <james.melville@dffh.vic.gov.au>; Michaela Hart (Support) <Michaela.Hart@support.vic.gov.au>; Dipankar Mitra (DFFH) <dipankar.mitra@dffh.vic.gov.au>
Subject: FW: My responses: Threshold Privacy Assessment Form



 



Hi James and Michaela



 



I’m sending through the draft PIA for the HVOS maintenance enhancement for first review.



Michaela, including you as there are some records management touch points (similar to the online maintenance form project implemented last year).



Please note, the cyber security assessment is still pending and I have some questions which tech are clarifying in the document.



 



The HVOS enhancement is due to go live on 20th September 2025. T



 



Please note, there is some text that appears on the screen for users and we would need to have these parts reviewed as soon as possible to be able to make any changes in time. This text is covered on pages 15, 16, 24 and 25.



 



 HVOS PIA September 2025 Draft v0.1.docx



 



Many thanks



 



 



Tanya Vaz




Product Owner | Service Delivery Solutions



Service Delivery Support Branch



Service Agreement and Quality Systems | Community Operations & Practice Leadership
Department of Families, Fairness and Housing



 



p. 9456 4523 | e. tanya.vaz@dffh.vic.gov.au  | w. www.housing.vic.gov.au



 



** Please note, I am not available on Wednesdays.



 



From: Microsoft Forms <maccount@microsoft.com>
Sent: Friday, 21 March 2025 5:24 PM
To: Tanya Vaz (DFFH) <Tanya.Vaz@dffh.vic.gov.au>
Subject: My responses: Threshold Privacy Assessment Form



 



CAUTION: Cyber Security advises that this email did not originate from a source within our department. Be cautious when responding and/or opening any weblinks or attachments contained within this email.



Thank you for filling out "Threshold Privacy Assessment Form".  ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌    ‌ ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌    ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌   ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌  ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌ ‌



 



Thank you for filling out "Threshold Privacy Assessment Form".



 VIEW MY RESPONSES 







Easily create surveys, quizzes, and polls with Microsoft Forms



Create my own form



 



Please do not reply to this email directly.



Copyright 2019 Microsoft Corporation. Privacy Statement
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PHMM Admin Portal Web Application Penetration Test.pdf
PHMM Admin Portal - Web
Application Penetration
Test Report

Prepared for Department of Health and Human Services

TEST COMPLETED September 18, 2025

Trustwave:

SpiderLabs’

;{,(





% Trustwave:
SpiderLabs’
Executive Summary

Department of Health and Human Services engaged Trustwave SpiderLabs to perform a tier 3
Application Penetration Test of the PHMM Admin Portal application. The primary objective of this
project was to gauge the resiliency of the application to various attacks launched against both
authenticated and unauthenticated surfaces. SpiderLabs conducted the test between the dates of
August 29 - September4, 2025.

After careful review of the systems and access levels included in this test, SpiderLabs feels that the
PHMM Admin Portal application is at a low risk of compromise. While no major vulnerabilities were
discovered, some security best-practices are not being fully followed. Addressing these issues will
further protect the application from attack.

This application-wide risk estimate is based on the vulnerabilities discovered and how they could be
combined to attack the application. Our knowledge of DHHS's priorities was also used when
considering how successful exploitation of a vulnerability could impact business operations.
Specifically, the risk estimate was influenced by the lack of significant vulnerabilities documented
during the test.

New attack techniques are developed on a regular basis, potentially affecting the security of all
applications. Similarly, new flaws may be discovered in infrastructure components leading to
vulnerabilities in the application through no programming fault of DHHS. Continuing their current
program of regular security testing will help DHHS to avoid these problems.
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Recommendation

Department of Health and Human Services' efforts, as evidenced by this test, show a strong basis for
a comprehensive information security program. DHHS should continue a multi-year program of
periodic assessments and reviews addressing both technical and policy issues as part of an ongoing
information security program.

SpiderLabs has documented recommendations for the remediation of specific vulnerabilities in the
appropriate sections of this report. However, based on our cumulative years of experience, industry
best practices, and observations documented during testing, we suggest the following actions that
DHHS can take to further improve their overall security posture:

e Continue to perform periodic security assessments of the application source code, server
security posture, and network architecture to ensure compliance with the corporate security
policies and procedures.

e Perform additional testing on related applications or applications in your organization that also
contain or manipulate sensitive information.

SpiderLabs is available to help you with any of these issues.





% Trustwaver |
SpiderLabs’

Table of Contents

EXECULIVE SUMMANY .....ooeiiiiiiiiiiiieiieiissessssss s s s s s s s s s s ss s s s s s s s s s s s s s s s s s s s s snnsnnnnnnns 2
2= o070 4100 7= 4 e F= 1T o O 3
Table of Contents ... —————— 4
1 How to Read this DOCUMENt ... s r s 5
2 Priority Of WeaKNeSS ........uuiiiiiiiiiiiecisi s s s s s s s smssssss s s s s s s s s nmssssssss s s s s e s s nmnssssssssssnessnnnnsnsnsssnnnnns 6
WEAKNESS SUMMIAIY ...eeiiiiiiiiiiiiiie e ettt e e e et e e e e e e s et b e e e e e e e e eabnbeereeaeeesaanbarreneeaaeaas 6

3 Detailed FiNdings........cooiiiiiiiiii s 7
3.1 Application Penetration TeSt .........uiiiiiiiiiiiiiiiiiiieieiiie ittt eeeeeereeaaeeeeesseessssasasssssssssssessssnnres 8
APP-1 Insufficient Transport Layer Protection: Weak TLS Configuration .................... 8

APP-2 Information Leakage: JavaScript Map Files Expose Original Source Code....... 9

APP-3 Server Misconfiguration: DNS CAA Records Not Configured ............cccccc....... 11

APP-4 Improper Input Handling: Weak Input Validation ............ccccoooiiiiiiiiiiiiiiiiicee, 12

APP-5 Insufficient Transport Layer Protection: Use of Wildcard Certificates ............. 14

APP-6 Server Misconfiguration: TLS 1.3 Not Configured ............cccccoooviiiiiieiieeceienn, 15

APP-7 Best Practice: Lack of Security Headers ...........cccooiiiiiiiiiiee, 17

Appendix A — Assessed Targets ... s 19
Appendix B — Project Schedule...........ooo i s e s ss s e s s e e e emmnns 21
Appendix C — Test Methodology ..........cceiiiiiiiiiiiiiisii e 22
AppPeNndixX D — Narrative ........cooeeecciiiierrrrrccsssss s e s e s s s s s s e e s s s s s s e e e e e s mm s nnssennennmnnns 27
Appendix E — RiSk ASSESSMENt ... rrres e s s s s s s s s e s e e e e 28

Appendix F — Revision HiStory..........ciicciiiiiiiirr s s s s s s s s s s r e s s mmsssss s s s e e e s nmmnns 30





% Trustwaver
SpiderLabs’

1 How to Read this Document

r

A one page ‘cheat sheet’ of this document
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2 Priority of Weakness

This section provides the priority of the findings identified during the penetration test. The priority is
based on the rated risk for each security issue.

PHMM Admin Portal Risk Level

©
>
[}
-
X
L
= 4
I
0 1 2 3 4 5 6 7
m Extreme m High Medium Low m\Very Low
Weakness Summary
Risk Ref. Weakness
APP-1 Insufficient Transport Layer Protection: Weak TLS ConfigurationError!
Reference source not found.
APP-2 Information Leakage: JavaScript Map Files Expose Original Source
Code
APP-3 Server Misconfiguration: DNS CAA Records Not Configured
APP-4 Improper Input Handling: Weak Input Validation
Very Low APP-5 Insufficient Transport Layer Protection: Use of Wildcard Certificates
Best Practice APP-6 Server Misconfiguration: TLS 1.3 Not Configured

Best Practice APP-7 Best Practice: Lack of Security Headers
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3 Detailed Findings

This section provides detailed descriptions and analysis of the security issues identified during the
penetration test of the Department of Health and Human Services PHMM Admin Portal.
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3.1 Application Penetration Test

The following security issues were identified during the application review.

APP-1

Insufficient Transport Layer Protection: Weak TLS Configuration

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The ‘transport layer’ refers to the delivery of content to and from the client and
server. In the context of a web application, transport layer protection is generally
provided by Transport Layer Security (TLS) encryption certificates and
configurations on the web server. Transport Layer Security is the successor to the
Secure Sockets Layer (SSL) protocol, and its latest revisions (1.3) are known to
be significantly more secure with recent developments in cryptographic attacks.

The assessed web server was identified with the following weaknesses in its
Transport Layer Security configuration:

e The server accepts the use of cryptographically insecure encryption
ciphers

In the following table, figure ‘X’ denotes the assessed web applications vulnerable
to the corresponding insecurity:

maintenance-admin- X

uat.housing.vic.gov.au (tcp/443) AES-128-CBC

Moderate: A successful traffic interception attack against the Maintenance Admin
portal would result in compromise of complaint details, which could contain
sensitive information.

Rare: The attacker is required to be strategically located in the communication
path between the user and the DHHS server to intercept and decrypt messages.

Exploitation of these weaknesses require extensive technical expertise and, in the
case of exploiting cryptographic flaws, require significant resources to effectively
decrypt the communications.

Disable the use of weak TLS ciphers as detailed in the reference below.

https://wiki.mozilla.org/Security/Server Side TLS#Recommended configurations

https://cheatsheetseries.owasp.org/cheatsheets/Transport Layer Protection Che
at_Sheet.html




https://wiki.mozilla.org/Security/Server_Side_TLS#Recommended_configurations

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
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Information Leakage: JavaScript Map Files Expose Original Source
Code

Description

Proof of
Concept

Consequence

Likelihood

Information Leakage refers to a situation in which a system reveals internal and
potentially sensitive data, often through incorrect system configurations.

The Maintenance Admin Portal web application exposed JavaScript source map
files, which have been minified for efficiency. An attacker may use the source map
files to reconstruct the original JavaScript source code.

Affected Host:

e https://maintenance-admin-uat.housing.vic.gov.au/main.js.map

e https://maintenance-admin-uat.housing.vic.gov.au/pollyfills.js.map

e https://maintenance-admin-uat.housing.vic.gov.au/runtime.js.map

e https://maintenance-admin-uat.housing.vic.gov.au/vendor.js.map

1. Navigate to the affected host and observe the JavaScript map file.

Request

Pretty

1

> Host:

2 B8 wn

Raw Hex

GET /main.js.map HTTP/1l.1
maintenance-admin-uat.housing.vic.gov.au
Cookie: FedAuth=

CfDIBEnyE _mID_pImpbCHulvlxtXbluBRj - JXSTOSCvpcPSayh
ERKG-ZRr A4ALdXOHY ADUTM2ATaUKTOPNS 98T Tza200d G4FU- T
eS9PAU_cPYOA4T -mISOHbWE SesgWIEOb] Uoc4zwaSDODnkyD_mDo
TKAj eVl -6dr_XfgnXf42voyBFUvnNG- kQwyHAYKO-mEYGIvohg
gxRpVCFdhdnIxt 6KpSASt oHs1Sg00RSHAGWWArt ThvfW26] pvb
7q4wanHOING xzegXjdT_43W3Cxni-rUxuckYvLT7hcKLRLdSy
Y144; . AspMetCore. Cookies=

CTDJ8M] x90z5t_dIswoyAvFLXOnSTxVOBEU t 40PrwPdyWoT Xy
fs4lorMgSRYASgaExXPoEl kVoPe4RS_dEv3ilLuPTheGeKMnho
nFm41zkws TSHEDSOAHPL SCgOUIPnzhu_rCheyWzrqp] yXi8Z_a
nhLv4_RmhOOmfHr WInRc88t tqTDLZ Tk SV] eUSPKAFNNZoiTul
Dc_oX0hb2j fsWApTUW_AToll_CrUSHwh8y 0BVMESXiVVXGTSxw
9INhOLEDYVSrVOM_35KbnZ41 8bsgJ9Ky GxPRSHYLUY 46y Myh NS Z
XgXI1ZcPSOOUQUAZ] - pvpDTnk3e] 8CusCsyzUTPrXzMRUDYQSG
Sas3nvfhRIoWTLlLzj 7hDmmr rLeQYwaly grBs ApPcc IOSVPLLFP
e3w-poNOH3TqzPV - 48k - UvTzZY¥sudlL Spv 4Bk Mk q7-hJzbCOl J
WOHVE _DBvyAMTiYG AwdeSKjctSiZkiFGLKOr8Exe_yR lkwXA
CWE XEPMvAr9EysMWvHajadeSkePEI1 XDefYecaCguia7XulYPp
VD3znzwnDMOTUzELE 7M-m_01 BWSVFEM_ZRHmANAPOVy qFGzc 01
1dYdMECudS0vxAvqOHEHYELu-ax XL T- CxqCTmYYGObp JENISsQ
GHNl eEOCWDMTDcgPKIAFEXEcrbgh7VEIel ARQoTeSKA0 rHexl
ZzyE2fOpuR3nVimclorGpz ILFc4FTLgOC4f 37CruEsP - kNo72H
F¥_ThCoOexzLIL3]j 0qN7_kZBKawFhRRSRV7nOfn_dXgAuRTEoC
DMPPNTF_fdDDGXBLFS1OuyNPwd&Cr7CTCk1dk_- VpzKqlCi VSg0
2] 91088u2KDulwk-113iPeIlj9efrOKE-WDIESZ2IDLcUynglj X
NBao JtoASYNEGL sGm_Se04dct4bCOSnIf4LEaVr2Ha- TEOYC Tk
N- ZzXSx Sy CNITSCDk 8x 3BLwr ZT1nYzbun_F3Mts8bByk451Z_2
pRil8xqw2xHwOhDBH3GecF] xcl ZkBf_n0S53amZJI315ymC- 70ql
149_Jnj -a0n051fOCGASKHeNOouiy MhHPqulYAL mhId8gJ2Z6G
GnbmRFESep Al x 9oHb OL - xUgKTHe PFHe f Oe CkwDl 40MWg fqPh4
vaigsBllcf szLZo U0602m Pa EoALlBLl szAI HGL 3FYOgc725cILt

Response

[ IS N

5 Set-Cookie:

) Set-Cookie:

o Strict-Transport-Security:

> Expect-CT:

Raw Hex Render n =

HTTP/1.1 200 OK

Content -Type: text/plain

Last -Modified: Mon, 08 Sep 2025 05:51:04 GMT
Accept-Ranges: bytes

ETag: "ldc208cfled3e99"

Vary: Accept-Encoding

Server: Kestrel

ARRAffinity=
6al57a056850b78c83245d 97 0b395d6T7111e28138%bc 4a4ds
0316289ec05cef;

Path=/;HttpOnly; Secure;Domain=u-ause-wa-phmp.azure
websites. net

ARRAffinitySameSite=
6al57a056850b78c83245d 97 0b395d6T7111e28138%bc 4a4ds
0316289ecO5cef;

Path=/;HttpOnly; SameSite=None;Secure;Domain=u-ause
-wa-phmp.azurewebsites.net

max-age=31536000;
includeSubDomains;
Request -Context:
appld=cid-v1:47bd31cf-b4ds- 4354-af51-85c8c401b720
max-age=86400, enforce
X-¥SS-Protection: 1; mode=block

¥-Frame-Options: SameOrigin

Date: Wed, 10 Sep 2025 03:31:13 GMT

preload

5 Content-Length: 213857

{"version"

3,"file":"main.js", "mappings":":;;::i::;
AACuD AACP; AACC AACQT; AACL AACME; AA
ClC; AACQC; AACLC; ; ; AAETE, MAAMS, MAAM, GAAW, CACrB; EACE
JEACAC, TAAT, EAAER, uEAAe, CAACS, TAAT ; EACLE; EACAC, SAA
S, EAAEN, mFAAgQEA; CACSE, EACD; EACET, TAAT, EAAER, uEAke,
CAACW, MAAM; EACSED, SAAS, EAAEY, CDAAMBA; CAC/E; AACD; AA
CA;EACES, TAAT, EAAER UEAAe, CAACY, aAAa, CAACC, TAAT EA

Minor: While the information disclosed does not lead to a direct compromise of
the application itself, the information disclosed may aid an attacker in identifying
vulnerabilities within the utilised technology to craft targeted attack against the
server. Source files could potentially also feature application secrets or keys used
for deployment.

Trustwave was unable to determine any vulnerabilities within the JavaScript files
or derive any application secrets during the engagement period.

Possible: It is considered trivial to browse to the pages unnecessarily disclosing
the source map files.




https://maintenance-admin-uat.housing.vic.gov.au/main.js.map

https://maintenance-admin-uat.housing.vic.gov.au/pollyfills.js.map

https://maintenance-admin-uat.housing.vic.gov.au/runtime.js.map

https://maintenance-admin-uat.housing.vic.gov.au/vendor.js.map
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Risk

Remediation

References

Low

Configure the application to not unnecessarily disclose the JavaScript source map
files as they are not required for the application to function.

https://developer.chrome.com/blog/sourcemaps/

https://stackoverflow.com/questions/59700199/webpack-is-that-possible-to-hide-
source-map-only-in-production

https://github.com/denandz/sourcemapper




https://developer.chrome.com/blog/sourcemaps/

https://stackoverflow.com/questions/59700199/webpack-is-that-possible-to-hide-source-map-only-in-production

https://stackoverflow.com/questions/59700199/webpack-is-that-possible-to-hide-source-map-only-in-production

https://github.com/denandz/sourcemapper
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APP-3

Server Misconfiguration: DNS CAA Records Not Configured

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The "CAA" record type specifies which certificate authorities are allowed to issue
certificates for a given domain. Without CAA records, potentially, any of the many
certificate authorities trusted by browsers could issue a certificate for the affected
domain.

An attacker who has already compromised the affected domain or even just the
email associated with the domain without a CAA record could more easily
implement a rogue CA for the domain or subdomains.

CAA records also have additional security measures, such as reporting
capabilities which can provide alerts to administrators if additional certificate
attempts are instigated.

Affected Host:
e housing.vic.gov.au (tcp/443)
The image below shows that DNS CAA records are not configured.

kali® kali ~
: CAA housing.vic.gov.au

housing.vic.gov.au has no CAA record

Moderate: A mis-issued certificate could allow an attacker to impersonate the
domain or perform man-in-the-middle attacks, potentially impacting customer trust,
enabling credential theft, or causing reputational damage if not detected quickly.

Rare: Exploitation is unlikely, as certificate mis-issuance is rare and would
typically require compromise of a trusted certificate authority or domain/email
accounts, which are non-trivial attacks.

Create CAA records for any certificate authorities that are legitimately used.

The CAA standard also allows for defining a reporting email address to which
public certificate authorities are required to send notifications should someone
attempt to create an unauthorized certificate.

The use of CAA records should also be in conjunction with DNSSEC to reduce the
risk of DNS spoofing attacks.

https://sslmate.com/caa/

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-
checking

https://en.wikipedia.org/wiki/DNS Certification Authority Authorization




https://sslmate.com/caa/

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-checking

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-checking

https://en.wikipedia.org/wiki/DNS_Certification_Authority_Authorization
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APP-4

Improper Input Handling: Weak Input Validation

Description

Proof of
Concept

Consequence

Applications rely on user supplied input to perform dynamic functions. Applications
that do not sufficiently sanitise untrusted data may result in user supplied code
being executed within the context of the affected user's web browser. This attack
is known as a Cross-Site Scripting (XSS) attack

The application uses an input-validation scheme that may allow for attacks in the
future. For example, the application accepts and reflects characters that are
commonly used to either construct Cross-Site Scripting (XSS) or HTTP Parameter
Pollution (HPP) attacks (e.g., <>"'" & ?).

Affected Host:

e https://maintenance-admin-uat.housing.vic.gov.au/reference-data-detail

1. Navigate to the affected host with an intercepting web proxy.
2. Add the below payload to the refDataText value in the request body.

3. Observe that the application accepts the data.

Request Response
Pretty  Raw  Hex = | pemy  Raw  Hex
‘40dbOnGNNDDTES - 28BXrLj GTzVg j BuAip] HCx3TagC_LPTRELETh_hpLnuNSSHSwa708Z - ZVEEbt DaEnkUahgrsazt docUr CRaRRESCE | L [HTTR/L.L 200 OK]

> Content-Type: application/json; charset-utf-g

5 Server: Kestre

4 Set-Cookie: ARRATTinity= b 7111e28138%bc 44
Path=/; HttpOnly; Secure;Donain-u-ause -wa-phnp  azurevebsites net

5 Set-Cookie: ARRATFinitySaneSite=5a057a056550b76c83245d5f0b395d6¢ 7111 2¢)
Path=/; HttpOnly: Samesite=None: Secure ; phnp. azurewebsite

5 Access-Control-Allow-Origini *

Access-Cont rol -Expose-Headers: Content -Type, Content -Disposition, X-User|

Strict-Transport-Security: max-age=31536000; includesubDonains: preload

Request -Context: appld=cid-vl:47bd3lef-bads-4354-af51-85¢8c401b720

10 Expect-CT: max-age=86400, enforce

it 2ySNsba2w0BDoj d7ZWRPqUiCgN_8j gL5gUOE AShSC -y 1M ETRECWOXEVYdDAGYSISOWPn1 hrsbaul Jnm0LUQ

VOHVZMGOS 21 NZb FNHSZy Jwx XY Ui gb 7y 2wy o UF gL 1 GO~ 19ij qGCIUICPGLEbLKDGT
HUg_HnuL ABIF AUS04SINE - Cn7CRS0UFYS VKES4Lah] YL_se6k| Ay ANSHI0DNaz ¥Sd0s NFaLaEpuKNPeLi GTaJcYngupl 10 ZX0qt - hHIHFNF
Qcbk 2WXIWRRTAp Ty 1 2NO7 r PTKBERNSTT 2y ok qDAHp y ck Jp1 1 LchCk ] Ty JXGGhBL Rx 1 HGronz SSLAHL Ut ALH_02CTVPLKr rAAESSUTh - Xk
SCGAYWHU7L A9BDTTuuy OcUSKRIEL gk CYuChNQSXRExnVObni Af c4JULFHZVZKLXAZk LoV rtHYuSLzE_FZask8aSGetx QaPaKBnwuR_fu
CpSK72zp7nMBKDgmHauekwy zr - 5k DOAE41 sED79boRkkP20t kCP7kZt t p1Us 7ENKCNBHNSFCC - y9Shd ok 0962hDT_1q90bPKPSKBS4CTh
1 4KGKFCCWCEaNNOw] 7an HENCEt RHGFH7Bn8y 21 7vED_L_FS- 4] THKFNAC 0duh JASSppl t ESNATAOKAOAFQHAS Y AbL XegHok - IStYRXEQ
2PDyy2i6PAhaSTvHA- 1Gpd 2rLalnk AVxExRWbOHZS Se OXTTDCI -Rap PYEpgwHNk SZFk hfnAnAXo FLKNTHxsdNwLmelKo K J0g0 ANNQAY Zsm
3 ADmYk fPPcasaSxLevFHNnRLHy x v FROXBRCEBC] xRZVt 0 ONGH2P2HMahBNy EUSXZY Eenal Yanl 15t f1vfG5tTvZTS] CTEA_TDBCDPSHYA
€_pzkqUHIBLB] nPpt xprlnnrdsy JdcTz-nZYGZT3FkLOBGWWNOSZ3 IhIe6HSF

4 Content-Length: 440
S Sec-Ch-Ua-Platform: "Linux" 11 X-XSS-Protection: 1; mode=block

© Accept-Language: en-US,en:q=0.9 12 X-Frame-Options: SaneOrigin

7 Accept: application/json, text/plain, /% 15 Datei Thu, 18 Sep 2025 04:06:21 GMT
5 Sec-Ch-Ua: "Chromium’; "Not; A-Brand" s v="59" 14 Content-Length: 145

o Content-Type: application/ison 15

0 Sec-Ch-Ua-Mobile: 70 16 1

1 User-Agent: Mozilla/5.0 (X11; Linux xB85_64) AppleNebKit/537.36 (KHTML, like Gecko) Chrome/139.0.0.0 :'“ESSEG:‘::E'

satari/ss7. 36
, Origin: https://naintenance-adnin-uat.housing.vic.gov.au

:"87B894b9c - cB2f - 4533-1417-08dd fE68baGT",
S Sec-Fetch-Site: same-origin locat edLast UpdatedTine " : ' 202509161406221349552" ,
4 Sec-Fetch-Mode: cors "status’:“Success”
© Sec-Fetch-Dest: empty 1
- Referer: https://maintenance-admin-uat.housing.vic.gov.au/reference-data-detail
7 Accept-Encoding: azip, deflate, br
5 Priority: usL, i

“eemplate”:2,
"versionNumber":0,
wyerst
L i -
irestert rarencirin]
atabisplayOr
"expectedLast Updat eTim
“isSubmit®:false
I

The image below shows the reflected values.

a- -
Response

Request
WP E | ey CRE

/BT ER4b9C - CB21 - 4553- 141 7- 0B4A663bAEY HITR/1. 1 T ¢
*refoatacategory”
*categoryCode’
“categoryTest
“categoryStatus

refDatastatus” :true

¥

anf 190

Brops*
label " “Tabs®
“havisEticnkey i “tabs®

ve"ss"
AprleWebKit /537,36 [KHTHL, Tike Geckn) Chrone/138.0.0.0

fieldaroup®: [
{

-~
“type

Moderate: A successful attacker who has coerced a DHHS PHMM Admin Portal
web application user into visiting an infected URL will have the ability to execute
malicious scripts within the user’s web browser. An attacker can view, modify and




https://maintenance-admin-uat.housing.vic.gov.au/reference-data-detail
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Likelihood

Risk

Remediation

Reference

transmit data accessible by the user’s web browser, this may include the user’s
local file system and operating system.

Rare: While it was not possible to gain browser execution of the XSS attack
strings or leverage HPP in the documented areas of this finding during testing, this
methodology is based on current attack techniques. Future changes to the
application functionality or to web browsers could result in attacks that are
executed. Additionally, a determined attacker without time limits might be able to
find an attack string that bypasses the existing controls.

Before using any user-supplied data, validate its format and reject any characters
that are not explicitly allowed (i.e. a white-list). This list should be as restrictive as
possible.

Before using any data (stored or user-supplied) to generate web page content,
escape all non alpha-numeric characters (i.e. output-validation). This is particularly
important when the original source of data is beyond the control of the application.
Even if the source of the data isn't performing input-validation, output-validation
will still prevent XSS. This can be done by converting characters to “&#nn;” (ignore
the quotes), where “nn” is the hexadecimal ASCII character number.

https://cheatsheetseries.owasp.org/cheatsheets/Input Validation Cheat Sheet.ht
ml




https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
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APP-5 Insufficient Transport Layer Protection: Use of Wildcard Certificates
Description The ‘transport layer’ refers to the delivery of content to and from the client and
server. In a web application context, transport layer protection is generally
provided by Secure Socket Layer/Transport Layer Security (SSL/TLS) encryption.
Wildcard certificates are public key certificates that can be used by multiple sub-
domains within the domain.
The specific risks that exist with the usage of wildcard certificates are as follows:
e Compromise of a server or sub-domain may lead to all sub-domains being
compromised
e Certificate revocation would require all sub-domains to install new
certificates
e Older browser and clients may not support wildcard certificates or have
issues working with them
The assessed server makes use of wildcard certificates. An attacker, who is
strategically placed in a network may carry out a traffic interception attack and
intercept communication between the users and the website leading to unintended
information leakage by compromising a single host using the wildcard certificate.
Proof of Affected Host:
Concept ] ] ) .
¢ maintenance-admin-uat.housing.vic.gov.au (tcp/443)
The image below shows that a wildcard SSL certificate is in use.
Signature Algorithm:
R Key Strength: 2041
*,housing.vic.gov.au
: DN5:*.housing.vic.gov.au,
DigiCert Global G2 TLS RSA SHAZ56
Not valid before:
Mot valid after:
Consequence Minor: An attacker carrying out a traffic interception attack will be able to intercept
communications with the website, leading to unintended information leakage.
Likelihood Rare: Exploitation of this finding is complex and requires specific configuration on
the assessed system.
Risk

Remediation

Reference

Very Low

Deploy individual certificates for domains and sub-domains.

Do not use wildcard certificates.

https://www.owasp.org/index.php/Transport Layer Protection Cheat Sheet#Rule
- Do Not Use Wildcard Certificates




https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet#Rule_-_Do_Not_Use_Wildcard_Certificates

https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet#Rule_-_Do_Not_Use_Wildcard_Certificates
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APP-6

Server Misconfiguration: TLS 1.3 Not Configured

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The HTTPS services tested were found to lack support for TLS version 1.3. This
version of the protocol provides several important security and performance
improvements over earlier versions. By default, TLS 1.3 eliminates insecure
options such as weak ciphers and compression, which previously required manual
configuration to disable. It also prevents the requested hostname from being
leaked in the clear during the initial handshake, includes built-in downgrade
protection, and delivers significant performance enhancements.

Affected Host:
e maintenance-admin-uat.housing.vic.gov.au (tcp/443)

The image below shows that TLS 1.3 is not configured on the affected host.

maintenance-admin-uat.housing.vic.gov.au maintenance-admin-uat.housing.vic.go

is (NONE)

bids renegotiation.

The absence of TLS 1.3 support does not expose a direct vulnerability but means
the service relies on older versions of TLS, which may lack the latest security and
performance benefits. This could reduce overall cryptographic resilience, increase
susceptibility to future protocol weaknesses, and fall short of industry best
practices and compliance expectations.

This is a Best Practice recommendation and therefore does not have a

consequence rating.

An attacker cannot directly exploit the absence of TLS 1.3 as long as strong
ciphers in TLS 1.2 are enforced. However, over time the likelihood increases that
relying solely on older versions could leave the service exposed if new
vulnerabilities are discovered in those versions.

This is a Best Practice recommendation and therefore does not have a likelihood
rating.

Best Practice

Configure the systems to support and prefer TLSv1.3, or upgrade the TLS
implementation if necessary.

https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446




https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446
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https://blog.cloudflare.com/rfc-8446-aka-tls-1-3/




https://blog.cloudflare.com/rfc-8446-aka-tls-1-3/
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APP-7 Best Practice: Lack of Security Headers
Description As web applications and services have become ubiquitous, various features have
been added to the HTTP/s protocol to enhance security within web applications.
These features are typically implemented on the server side and are enabled
through special HTTP headers. Enabling these headers provides additional
security for the client-server communications and resilience to client-side attacks.
Trustwave identified that the following headers are not included in responses from
the PHMM Admin Portal web application:
e Caching Directives instructs web browsers to not store local copies of
application encrypted pages that may contain sensitive information
o Content Type Protection prevents certain web browsers from being tricked
into loading application response in an unintended format
¢ Content Security Policy (CSP) prevents loading of third-party injected scripts
in the web browser
e Cross-Origin Resource Sharing (CORS) Policy defines the allowed level of
access a third-party domain has to an application
Proof of 1. Submit a valid application request with a web interception proxy.
Concept
= 2. Observe the lack of security headers in the response HTTP headers.
Request Response ="
Pretty Raw Hex = no = Pretty Raw Hex Render no =
1 GET / HTTP/1l.1 1 HITR/1.1 200 0K
2 Host: maintenance-admin-uat.housing.vic.gov.au 2 Content-Type: text/html; charset=utf-8
5 Cookie: FedAuth= = Vary: Accept-Encoding
CfDJIBEnYE_mJD_pImpbCulvJxtXbluR] - JXSTO3CvpCcPSByb 4 Server: Kestrel
ERKG- ZRr A4ALdX0Hv ADUTMSATaUKTOPWs 98T Tza200d G4FU- fT = Set-Cookie: ARRAffinity=

e2S5PAu_cPY04T-mIS0OHbWE GesgWIEGh1 Uoc 4zwasSDODnky O_mDo
7K4] 6Vk - 6dr_¥fgnxf42voyBFUvnND - k QwvHAYKO-mE@YGIvohg
gxRpVCFdhdnIxt BKpSASt oHSLSgOORSKAGWWArt ThVfwW26]i pvb
TodwamHOINS_xzegkj dT_43W3Cxni- rUxuckYvLT7hcKLRl dov

Accept-Language: en-US,en;g=0.9
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (®11l: Linux xB86_54)
AppleWebKit /537.36 (KHTML, like Gecko)

0o~

97231 775729054841 0de8af94c015673d9a150311ce f 83560
daB5E838313e279;
Path=/;HttpOnly;Secure;Domain=u-ause-wa-phmp.azure
websites. net

Y144 5 Set-Cookie: ARRAffinitySameSite=

4 Sec-Ch-Ua: "Chromium";v="139", 97231 775729054841 0de8af94c015673d9a150311ce f 83560
"Mot ; A&=Brand"; v="99" da65838313:279;
Sec-Ch-Ua-Mobile: 70 Path=/;HttpOnly;SameSite=None;Secure; Domain=u-ause
Sec-Ch-Ua-Flatform: "Linux" -wa-phmp.azurewebsites. net

7 Strict-Transport-Security: max-=age=31536000;
includeSubDomains: preload

5 PRequest-Context:
appId=cid-v1:47bd3lcf-b4d6-4354-af51-85c8c401b720

Chrome/139.0.0.0 Safari/537.36 o Expect-CT: max-age=885400, enforce

10 Accept: 10 X-¥S5-Protection: 1; mode=block
text/htnl,application/xhtml+xml,application/xml;g= 11 X-Frame-Options: SameOrigin
0.9,imagesavif, image/webp, imageapng, */*;g=0.8,app 12 Date: Tue, 09 Sep 2025 00:21:46 GMT
lication/signed-exchange:v=b3:0=0.7 12 Content-Length: 1150

11 Sec-Fetch-Site: none 14

12 Sec-Fetch-Mode: navigate 15

13 Sec-Fetch-User: 71 15 =!DOCTYPE html=

14 Sec-Fetch-Dest: document 17 <=html lang="en"=

15 Accept-Encoding: gzip, deflate, br 18 <head=

15 Priority: u=0, i 19

17 Connection: keep-alive 20 <meta charset="utf-8"=

18 21 =meta name="robots" content="noindex,nofollow"

19 =

SR B

In the following table, figure X denotes the assessed PHMM Admin Portal web
application missing the corresponding security header:

Affected Domain

maintenance-admin-

uat.housing.vic.gov.au

Strict-Transport-Security

Cache-Control




https://maintenance-uat.housing.vic.gov.au/

https://maintenance-uat.housing.vic.gov.au/
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X-Frame-Options

Access-Control-Allow-* X
X-Content-Type-Options X
Content-Security-Policy X

Referrer-Policy

Consequence The lack of security headers in the PHMM Admin Portal web application may
leave it vulnerable in certain attack scenarios which could lead to unauthorised
access and/or interception of sensitive communications between the client and
application.

This is a Best Practice recommendation and therefore does not have a
consequence rating.

Likelihood An attacker must first coerce an application user with a valid session to browse to
a third-party domain and inadvertently execute malicious content to retrieve
information from the application.

This is a Best Practice recommendation and therefore does not have a likelihood

rating.
Risk Best Practice
Remediation Implement the following security headers in the affected systems according to the

principle of least privilege.

An example of some values that could be included in the headers is given below:

e Cache-Control: no-store

o X-Content-Type-Options: nosniff

e Content-Security-Policy: default-src https:; object-src 'none'; script-src
https://<domain name of trusted external resources>

e Access-Control-Allow-* (only allow trusted domains)

References https://owasp.org/www-project-secure-headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers




https://owasp.org/www-project-secure-headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers
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Appendix A — Assessed Targets

As part of Department of Health and Human Services security assurance process, the following
systems were assessed to determine the security posture of the PHMM Admin Portal.

e  Web Application Penetration Test

o https://maintenance-admin-uat.housing.vic.gov.au




https://maintenance-admin-uat.housing.vic.gov.au/
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DHHS identified the application environment that Trustwave should test.

Test Environment:
Application Name:
Environment:
Authentication:
Accessibility:
Backend:

Session Cookie:

Session Timeout

PHMM Admin Portal
UAT

Forms

External

ASP.NET
.AspNetCore.Cookies

< 20 minutes

Note:

Accounts:
Username Role Description
CyberSec.PenTestOne@health.vic.gov.au Admin Admin User 1
CyberSec.PenTestTwo@health.vic.gov.au Admin Admin User 2
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Appendix B — Project Schedule

The following is the DHHS penetration test schedule and roles and responsibilities for this
engagement:

Date Name Role and Responsibility
29 August — 4 September 2025 Mani Hamidi Project Management
29 August — 4 September 2025  Nicholas Giemsa Technical Security Testing

19 September 2025 George Dan Quality Assurance
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Appendix C — Test Methodology

Trustwave's primary goal when conducting application penetration tests is to identify application flaws
that could allow an unauthenticated or unauthorized user to circumvent application security controls
and gain access to privileged systems or data. No attempts are made to disguise the testing activities;
it should be noted that actual attacks might not be as obvious to system and application
administrators.

The testing was performed in several logical phases against both the public and protected sections of
the application.

Target Prioritization

Trustwave application penetration tests are scoped based on three levels of service. Specific
components within the application must be prioritized within the appropriate vulnerability classes (see
the "Vulnerability Classes" section for more details). Based on priority, as many components will be
manually tested as possible. Priority is generally based on three factors: critical security controls,
sensitive data, and likelihood of vulnerability.

Critical security controls will always receive the top priority in any level of testing. If a vulnerability is
discovered in a critical security control, the entire application is likely to be compromised, resulting in a
critical-risk to the business. For most applications, critical controls will include the login page, but it
could also include major workflows such as the checkout function in an online store.

Second priority is given to application components that handle sensitive data. This is dependent on
business priorities, but common examples include payment card data, financial data, or authentication
credentials.

Final priority includes areas of the application that are most likely to be vulnerable. This is based on
the Trustwave's experience with similar applications developed using the same technology or with
other applications that fit the same business role. For example, large applications will often have older
sections that are less likely to utilize modern security techniques.

Application Mapping

Before performing active testing, Trustwave gathered information about how the various elements of
the application operate. Manual investigation and automated tools were used to traverse the entire
application to document all distinct inputs and processes. Trustwave used automated tools to make a
local copy of the Department of Health and Human Services webpages.

Working with local copies of the HTML and JavaScript, the Trustwave team mapped the application's
attack surface by determining how various application elements were called as well as the parameters
and data types passed to the application server. HTTP queries that accepted client-supplied data were
deemed a distinct element of the application. The application was then investigated online to better
understand how elements worked together and to discover any elements that may have been missed
during the HTML review.

After gaining a basic understanding of the application environment, Trustwave manually probed the
various application elements identified. Test data for each parameter was supplied and traced
throughout the application. Data flows and application-interdependencies were discovered.
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Vulnerability Classes

The vulnerabilities tested for using manual techniques depend on the service level of the test. Below is
the list of common vulnerability classes and how they are assigned to the appropriate tiers. All
vulnerabilities, including ones not referenced in the list, are included in tier 4 enrollments.

Compliance-level Testing and Above:
o Data Protection
e Transport
e Storage

Information Disclosure:

Directory Indexing
Verbose Error Messages
HTML Comments
Default Content

Account Policy:
e Default / Weak Passwords
e Unlimited Login Attempts
e Password Reset
¢ Insufficient Session Expiration

Session Management:
e Session Identifier Prediction

e Session Hijacking

e Session Replay

e Session Fixation/Trapping

e Cross-Site Request Forgery
Injection:

e SQL Injection
Cross-Site Scripting
LDAP Injection

HTML Injection

XML Injection

OS Command Injection

Standard-level Testing and Above:
Authentication and Authorization
Authentication Bypass
Authorization Bypass

Simple Logic Flaws

Abuse of Functionality

Workflow Bypass

Advanced-level Testing includes:

e Application Resource Handling
Path Traversal
Predictable Object Identifiers
XML Entity Expansion
Local and Remote File Inclusion

Complex Logic Flaws:
e Abuse of Functionality
e  Workflow Bypass

e Cryptography
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e Weak Algorithms

e Poor Key Management
e Cryptographic Oracles

Bounds Checking:

Stack-Based

Heap-Based

Format String

Integer Overflow/Underflow

Data Protection

If the application accepts or stores sensitive data, encrypting that data in transit or while stored is a
critical security control. Encrypting data in transit is typically performed using SSL/TLS, which has a
well-established set of potential vulnerabilities due to misconfiguration. Trustwave tested for flaws
such as insecure SSL versions in use, weak cipher suites, and SSL session renegotiation.

While an application penetration test does not typically have visibility in how sensitive data is stored on
servers, it is sometimes possible to deduce. Trustwave reported any cases where retrievable data was
observed to be stored unencrypted or non-retrievable data (e.g. passwords) was provided by the
application.

Information Disclosure

Trustwave reviewed application responses to identify cases where the application or underlying
infrastructure disclosed information that, while benign on its own, might be used by an attacker to
discover or improve the exploitation of other vulnerabilities. Examples include verbose error
messages, server directory indexes, developer source code comments, and default content from third-
party applications, libraries, or servers.

Account Policy

User accounts were tested for common security policy compliance. This includes password
complexity, account lockouts, and the password reset process. Weak policies in these areas can
make brute-force or dictionary-based attacks against users much simpler.

Session Management

All modern web applications use some form of session tracking to enhance functionality and maintain
user state. Security controls that enforce authentication and authorization are highly dependent on the
application's session tracking.

Weaknesses in session management that can lead to hijacking or account compromise were tested.
Strategies for compromising sessions varied from identifying flaws in how session identifiers are
tracked in the user's browser, to problems with the identifier itself, such as predictable values.

Injection

The majority of web-based application vulnerabilities are caused by improper input validation
essentially placing too much trust in the integrity of data provided by users. Specially formatted data
can cause the application to behave in ways unexpected by the programmer. This can be due to
individual meta-characters or longer strings of data. Related vulnerabilities include SQL Injection, XML
Injection, and Cross-Site Scripting.

Different shells, applications, command processors, and languages respond in different but
predictable ways to specific combinations of characters. If an application does not properly sanitize
user input, a malicious user may be able to access or modify sensitive data, execute arbitrary code on
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a server, or induce a legitimate user to execute code on the attacker's behalf. Other actions may be
possible depending on the infrastructure in place.

When testing for proper input validation, Trustwave probed the server using data containing non-
alphanumeric characters, data in unusual format, and attack strings specific to various technologies.
The server's response to the probes was analysed to identify any underlying vulnerabilities.

Each application component may have its own set characters or strings with their own meaning.
Where possible, Trustwave performed tests using probes known to have special significance within
the technologies used by the application. Since some application components may not be identifiable
by the tester, data that has meaning to a wide variety of technologies was used; some of these probes
were likely benign in the targeted application infrastructure.

Issue ldentification and Vulnerability Confirmation

Any discovered vulnerabilities were combined with knowledge of modern attack techniques to
leverage exploits. The testing team used information gathered in the reconnaissance phase to craft
more specifically targeted exploits. Notes were made of any controls in place that would inhibit the
successful exploitation of an application or system.

To minimize any potential negative impact, vulnerability exploitation was only attempted when it would
not adversely affect production applications and systems, and then only to confirm the presence of a
specific vulnerability. Any attack with the potential to cause system downtime or seriously impact
business continuity was not performed. Vulnerabilities were never exploited to delete or modify data;
only read-level access was attempted. If it appeared possible to modify data, this was noted in the list
of vulnerabilities below.

Compromise

If application elements were compromised, Department of Health and Human Services' key security
contacts were notified immediately. The contacts were given the opportunity to decide if the particular
application should undergo additional tests. If they decided to have Trustwave continue, additional
techniques were used to further penetrate the target application and supporting environment. DHHS’
key security personnel were also immediately notified once successful exploitation allowed Trustwave
to compromise sensitive data.

Data Extraction

If confidential application data or files were compromised, a sample was obtained and securely stored
by Trustwave until the presentation of the deliverable. When practical, sensitive data has been
masked in this report as an additional measure to protect client confidentiality.

Further Compromise

Data exposed through a compromise may lead to the discovery and compromise of additional portions
of an application. If data was compromised, Trustwave used this information to launch a new stage of
discovery against the application. For example, a SQL Injection vulnerability might expose
administrator passwords that can then be used to test previously hidden administrative interfaces.
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Appendix D — Narrative

There is no narrative for this test.
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Appendix E — Risk Assessment

The ISO (International Organisation of Standardisation) 31000 series is a family of risk management
standards used widely within various industries as a guideline to internal or external audit
programmes. The penetration test adopts the ISO 31000 risk assessment approach, incorporating risk
assessment concepts from the MITRE organisations. These form the risk ratings assessed in this
report. The following tables provide description of the likelihood, consequence and resulting risk rating
used in this penetration test.

The interpretation of the likelihood of an event occurring is described as per below:

Likelihood Rating Interpretation

Almost certain The event is expected to occur.

(e.g. 1 incident every month)

Likely The event will probably occur.

(e.g. 1 incident every 6 months)

Possible The event should occur at some time.

(e.g. 1 incident every year)

Unlikely The event could occur at some time.

(e.g. 1 incident every 2 years)

Rare The event may occur only in exceptional circumstances.

(e.g. 1 incident every 5 or more years)

Trustwave considers the following as contributing factors to the likelihood of an event occurring.

e The value of assets contained within the vulnerable system
E.g. Credit card details or dummy test data
e The skills required to successfully exploit the vulnerable system using the vulnerability identified
e The availability of exploits on the public domain
e The complexity of the exploit

e The level of access on the vulnerable system required to exploit the security issue
E.g. Privileged administrative user or anonymous user
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The interpretation of the consequence of an event occurring is described as per below:

Consequence Rating Sample Interpretation

Insignificant Little disruption to the user community.
Technologies in use will require little/no effort to change.

Isolated complaint from individual stakeholder able to be managed
via business as usual operations.

Minor Minor disruption to user community.
The ability to provide the required service is impaired.

Complaints from key stakeholder requiring management attention.

Moderate Some inconvenience to the user community.
The ability to provide a service is severely compromised.
Moderate effort required to implement an alternative solution.

Public criticism from key stakeholders regarding the organisation’s
services or activities.

Maijor Noticeable impact on user community.
Some core services unavailable.
Potential for serious distress or minor injury.

Sustained criticism from majority of key stakeholders on suitability of
organisation in its current form.

Catastrophic Community unable to function without significant support.
Key technologies no longer available and no viable alternative exists.
Potential for major injury or fatalities.

Irreparable damage to relationships with key stakeholders and
potential for organisation to cease operating in current form.

The resultant risk rating is detailed in the following risk matrix:

Almost
Certain

Unlikely Possible

Insignificant Low Low

Minor Low Low Low Low

Moderate Medium Medium Medium Medium

Major [ Medium

Catastrophic
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Appendix F — Revision History

Version Date Name Revision Comment
0.1 15 September 2025 Nicholas Giemsa Initial report draft
0.2 19 September 2025 George Dan Internal report review

0.3 19 September 2025 Mani Hamidi Client report release
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Executive Summary

Department of Health and Human Services engaged Trustwave SpiderLabs to perform a tier 3
Application Penetration Test of the PHHM Public Facing web applications. The primary objective of
this project was to gauge the resiliency of the application to various attacks launched against both
authenticated and unauthenticated surfaces. SpiderLabs conducted the test between the dates of
September 5 - 11, 2025.

After careful review of the systems and access levels included in this test, SpiderLabs feels that the
PHHM Public Facing web applications are at a medium risk of compromise. SpiderLabs recommends
more aggressive measures to protect the application from compromise by a determined attacker.

This application-wide risk estimate is based on the vulnerabilities discovered and how they could be
combined to attack the application. Our knowledge of DHHS's priorities was also used when
considering how successful exploitation of a vulnerability could impact business operations.
Specifically, the risk estimate was influenced most by the lack of anti-virus scanning of uploaded files.

New attack techniques are developed on a regular basis, potentially affecting the security of all
applications. Similarly, new flaws may be discovered in infrastructure components leading to
vulnerabilities in the application through no programming fault of DHHS. Continuing their current
program of regular security testing will help DHHS to avoid these problems.
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Recommendation

Department of Health and Human Services' efforts, as evidenced by this test, show a strong basis for
a comprehensive information security program. DHHS should continue a multi-year program of
periodic assessments and reviews addressing both technical and policy issues as part of an ongoing
information security program.

SpiderLabs has documented recommendations for the remediation of specific vulnerabilities in the
appropriate sections of this report. However, based on our cumulative years of experience, industry
best practices, and observations documented during testing, we suggest the following actions that
DHHS can take to further improve their overall security posture:

e Execute an internal strategy for periodic security best-practices training for all developers.

e Perform a targeted code review to find similar vulnerabilities in this application and other
applications developed in a similar manner.

e Continue to perform periodic security assessments of the application source code, server
security posture, and network architecture to ensure compliance with the corporate security
policies and procedures.

e Perform additional testing on related applications or applications in your organization that also
contain or manipulate sensitive information.

SpiderLabs is available to help you with any of these issues.
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2 Priority of Weakness

This section provides the priority of the findings identified during the penetration test. The priority is
based on the rated risk for each security issue.

PHHM Public Facing Risk Level

©
>
(]
— 1
X
L
e
5
|
0 1 2 3 4 5 6 7
m Extreme m High Medium Low mVery Low
Weakness Summary
Risk Ref. WEELG RS
APP-1 Improper Input Handling: Unrestricted File Upload
APP-2 Software Flaws: Outdated and Vulnerable JavaScript Libraries
APP-3 Insufficient Authentication: Logout Function Absent
APP-4 Insufficient Transport Layer Protection: Weak TLS Configuration
APP-5 Server Misconfiguration: DNSSEC Not Supported
APP-6 Server Misconfiguration: DNS CAA Records Not Configured
Very Low APP-7 Insufficient Transport Layer Protection: Use of Wildcard Certificates
Best Practice APP-8 Best Practice: Lack of Security Headers

Best Practice APP-9 Server Misconfiguration: TLS 1.3 Not Configured
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3 Detailed Findings

This section provides detailed descriptions and analysis of the security issues identified during the
security assessment of the Department of Health and Human Services PHMM Public Facing web
applications.
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3.1 Application Penetration Test

The following security issues were identified during the application review.

APP-1 Improper Input Handling: Unrestricted File Upload

Description Allowing file uploads presents a serious risk to applications if not managed
appropriately. Many attacks revolve around uploading code (e.g. web shell,
exploit, malware, etc.) to the server and then executing the uploaded code.
Trustwave was able to upload and retrieve a txt file containing the EICAR test
string to the HVOS web application

Proof of Affected Host:

Concept

e https://uat-services.housing.vic.gov.au

1. Navigate to the affected host and login with a valid account.
2. Browse to My Housing > Tenancy > Changes

3. Click on “Add more income documents” and select a file containing the EICAR
test string.

4. Observe that the file is uploaded and can be retrieved indicating that the
uploads are not scanned.

The image below shows the successful upload.




https://uat-services.housing.vic.gov.au/
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Request

Pretty Raw Hex
Content-Disposition: form-data; name="id"

S6d6dlch-1e06-4489- 8c8h - 4a9d8fcBdedd
------ WebKitFormBoundary fByfQPcHpzz SBKEY
Content -Disposition: form-data; name="subTypeIld"

SRS

CLIENT MAMAGEMENT - CLIEWT REGISTER - Income - Cther
------ WebKitFormBoundary fByfQPcHpzz SBKEY
Content-Disposition: form-data; name="uploadedTime"

ER=]

1, 05 Sep 2025 01:58:36 GMT

------ wWebKitFormBoundary fBy fQPcHpzz SBKEY

Content-Disposition: form-data; name="file"; filename="eicar.txt"
Content-Type: text/plain

J 3 W R W
m
=
o

K501 PE@EAP[ 4\PZX54( P™) TCC) 7Y$EICAR- STAMDARD - ANTIVIRUS- TEST - FILE! §H+H*

(=]

------ WebKitFormBoundary fBy fQPcHpzz3BKEV - -

parf

B

@@ L Search

Response

e e
e e

HTTF/1.1 200 OK l

Cache-Control: no-store,no-cache

Fragma: no-cache

Vary: Origin

Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://uat-services.housing.vic.gov.au
Strict-Transport-Security: max-age=31536000; includeSubDomains
¥-Frame-Options: DENY

Date: Fri, 05 Sep 2025 01:59:13 GMT

Content-Length: ©

LT

oo

(SR =]

The image below shows the retrieval of the uploaded file.

eicar (T).txt

Upload documents

Select an income document

‘Other (selected)

Files added (1)

| 7 eicartxt

Finish uploading 'Ot

Maximum files allowed to upload: 13|

Consequence Moderate: An attacker can upload an unauthorised executable file type containing
malicious software which when executed on the hosting server with the required
level of privilege, may provide access to the HVOS web server.

This may inadvertently lead to execution of system commands and access to
system files resulting in full control of the web application and its functionality.

Likelihood Unlikely: Exploitation of the insufficiently managed file upload function requires
that the user first gain access to the authenticated areas of the HVOS web
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Risk

Remediation

Reference

application. The application does not appear to allow direct access and execution
of file types containing code.

While direct code execution on the server may not be achievable through file
upload alone, the files could be executed during the review process by a PHMM
user.

Properly sanitise data inputs that accept uploaded files.

e Test all file uploads with anti-virus software on an isolated network with
restrictive server permissions to prevent the execution of malicious code
within the file.

e Test uploaded files against a whitelist of accepted file types and check the
file headers with a ‘file recogniser’ server-side to prevent unsupported files
being uploaded.

e Respond to virus flagged uploads in accordance with best practices.

https://owasp.org/www-community/vulnerabilities/Unrestricted File Upload




https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
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APP-2 Software Flaws: Outdated and Vulnerable JavaScript Libraries

Description When vulnerabilities are identified in software the vendor of that product generally
releases a ‘patch’ to fix the problem. Where these patches are not deployed in a
timely manner, the vulnerabilities in the unpatched components could be exploited
by an attacker.

Trustwave identified that the HVOS application makes use of an outdated
JavaScript library with known security flaws, which could potentially be leveraged
to perform attacks against application users under specific circumstances.

Proof of Vulnerable library:

Concept . .

P e Moment.js version 2.24.0
o https://uat-services.housing.vic.gov.au/main.js
The image below shows the vulnerable library.
Advisory Request Response Pathtoissue
Pretty Raw Hex o n =
return i.relativeTime(e||1,!!t,n,1)
T
Iapply(null,c)
(this, In,e);
return n&&lt=e. pastFuture(+this,t)),e.postformatit)
T,
nl.toIS0String=Xt,nl . toString=Xt.nl . toJSON=Xt,nl .locale=tt.nl .localeData=it.nl .tolsoString=ki
"toIsoStringl) is deprecated. Flease use toISOString() instead (notice the capitals)®,Xt).nl.lang=
Tt,gl x", 0,0, "unix"), gl %", 0,0, "valueof" ), dn{"x", rn) dni"x", s [+-12vd+ (0 ond{L, 33 770 omnd X,
functionin,e.t){
t._d=new Datelle3*parseFloat(n,10])
T
J.mni"x", functionin,e,t){
t._d=new Date(0(n) )]
T
J.i.version="2.24 0" e=Re,i.fn=_t.,i.min=Ffunction(){
return je("isBefore",[].slice.call{arguments,d))
T,
i.max=Ffunction(){
return je("isAfter",[].slice.calliarguments,d))
17
i.now=Ffunction(){
return Date.now?Date.now():+new Date
17
i.ute=f,i.unix=Ffunction(n){
return Relle3#n)
17
i.months=function(n,e){
return Mtin,e, "nonths")
I
i1.isDate=s,i.locale=pe,1.invalid=g,i.duration=0e,1, isMoment=w,1.weekdays=functionin,e,t){

Consequence Moderate: If exploited, the issues affecting these JavaScript libraries could be
leveraged to execute attacker-controlled scripts within the victim browser, thereby
potentially allowing an attacker to compromise the confidentiality, integrity or
availability of the PHMM Public Facing web applications.

Moment.js 2.24.0 is vulnerable to CVE-2022-24785, where a path traversal
vulnerability exists if a user-provided locale string is directly used to switch
moment locale.

Likelihood Rare: Exploitation of these flaws is only possible under very specific
circumstances, and no specifically exploitable condition was identified in the time
available.

Risk

Remediation Update to the latest version of the affected libraries.






% Trustwave
SpiderLabs’

References https://cheatsheetseries.owasp.org/cheatsheets/Third Party Javascript Manage
ment Cheat Sheet.html#keeping-javascript-libraries-updated

https://security.snyk.io/package/npm/moment/2.24.0




https://cheatsheetseries.owasp.org/cheatsheets/Third_Party_Javascript_Management_Cheat_Sheet.html#keeping-javascript-libraries-updated

https://cheatsheetseries.owasp.org/cheatsheets/Third_Party_Javascript_Management_Cheat_Sheet.html#keeping-javascript-libraries-updated

https://security.snyk.io/package/npm/moment/2.24.0
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APP-3

Insufficient Authentication: Logout Function Absent

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

Reference

Application security is fundamentally reliant on the effective implementation of
authentication controls. Insufficient authentication occurs when a web application
permits an attacker to access content or functionality without having to properly
authenticate.

During testing, it was discovered that the HVOS web-application does not contain
a logout function, causing users to be unable to terminate their authenticated
sessions. The absence of a logout function may allow attackers to gain
unauthorised access to client/company data if an attacker were to compromise a
user's session.

Affected Host:

o https://uat-services.housing.vic.gov.au

1. Using a web-browser, browse to the HYOS web-application and log-in with valid
user credentials.

2. Observe the lack of logout functionality. Although there is a ‘Quick Exit’ button,
this does not terminate the session and instead is a redirect to Google.com

HousingVic | DFFH website

Minor: A lack of logout functionality may allow undetected persistent access to a
valid user’s session and if exploited could result in a compromise of client data.

Unlikely: A malicious user must first gain access to an authenticated user’s
session, either through their local machine, or via an additional vulnerability in the
application.

Implement a secure logout function to terminate the user’s session upon logout.

https://cheatsheetseries.owasp.org/cheatsheets/Session _Management Cheat Sh
eet.html#logout-button




https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#logout-button

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#logout-button
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APP-4

Insufficient Transport Layer Protection: Weak TLS Configuration

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The ‘transport layer’ refers to the delivery of content to and from the client and
server. In the context of a web application, transport layer protection is generally
provided by Transport Layer Security (TLS) encryption certificates and
configurations on the web server. Transport Layer Security is the successor to the
Secure Sockets Layer (SSL) protocol, and its latest revisions (1.3) are known to
be significantly more secure with recent developments in cryptographic attacks.

The assessed web server was identified with the following weaknesses in its
Transport Layer Security configuration:

e The server accepts the use of cryptographically insecure encryption
ciphers

In the following table, figure ‘x’ denotes the assessed web applications vulnerable
to the corresponding insecurity:

uat-services.housing.vic.gov.au (tcp/443) X

AES-128-CBC

maintenance-uat.housing.vic.gov.au X

{epiad) AES-128-CBC
Moderate: A successful traffic interception attack against the Complaints
Submission form would result in compromise of complaint details, which could
contain sensitive information.

Rare: The attacker is required to be strategically located in the communication
path between the user and the DHHS server to intercept and decrypt messages.

Exploitation of these weaknesses require extensive technical expertise and, in the
case of exploiting cryptographic flaws, require significant resources to effectively
decrypt the communications.

Disable the use of weak TLS ciphers and only use secure ciphers as detailed in
the reference below.

https://wiki.mozilla.org/Security/Server Side TLS#Recommended configurations

https://cheatsheetseries.owasp.org/cheatsheets/Transport Layer Protection Che
at_Sheet.html




https://wiki.mozilla.org/Security/Server_Side_TLS#Recommended_configurations

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
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APP-5

Server Misconfiguration: DNSSEC Not Supported

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

Reference

DNSSEC strengthens authentication in DNS using digital signatures based on
public-key cryptography. DNSSEC allows for the DNS data itself to be signed by
the owner of the data.

Each DNS zone has a public/private key pair. The zone owner uses the zone's
private key to sign DNS data in the zone and generate digital signatures over that
data.

DNSSEC adds two important features to the DNS protocol:

o Data origin authentication allows a resolver to cryptographically verify that
the data it received actually came from the zone where it believes the data
originated.

o Data integrity protection allows the resolver to know that the data hasn't
been modified in transit since it was originally signed by the zone owner
with the zone's private key.

Affected Host:
e housing.vic.gov.au

The below image shows that DNSSEC is not configured.

u-tmp-bond.traf
ip-agw-bon
. 18 IN A

Minor: While this does not directly compromise the assessed infrastructure, it
could potentially be exploited by attackers to intercept or manipulate DNS
responses, thereby redirecting users to malicious sites or disrupting internet
services.

Possible: An attacker only needs to query the vulnerable DNS server to perform
this attack. ldentification of sensitive information requires it be within the DNS
server’s cache.

Implement DNSSEC to further improve the security of the DNS system. For many
DNS registrations / hosting services, this is only a tickbox to enable.

https://www.icann.org/resources/pages/dnssec-what-is-it-why-important-2019-03-
05-en




https://www.icann.org/resources/pages/dnssec-what-is-it-why-important-2019-03-05-en

https://www.icann.org/resources/pages/dnssec-what-is-it-why-important-2019-03-05-en
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APP-6

Server Misconfiguration: DNS CAA Records Not Configured

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The "CAA" record type specifies which certificate authorities are allowed to issue
certificates for a given domain. Without CAA records, potentially, any of the many
certificate authorities trusted by browsers could issue a certificate for the affected
domain.

An attacker who has already compromised the affected domain or even just the
email associated with the domain without a CAA record could more easily
implement a rogue CA for the domain or subdomains.

CAA records also have additional security measures, such as reporting
capabilities which can provide alerts to administrators if additional certificate
attempts are instigated.

Affected Host:
e housing.vic.gov.au
The image below shows that DNS CAA records are not configured.

kali® kali ~
CAA housing.wvic.gov.au

housing.vic.gov.au has no CAA record

Moderate: A mis-issued certificate could allow an attacker to impersonate the
domain or perform man-in-the-middle attacks, potentially impacting customer trust,
enabling credential theft, or causing reputational damage if not detected quickly.

Rare: Exploitation is unlikely, as certificate mis-issuance is rare and would
typically require compromise of a trusted certificate authority or domain/email
accounts, which are non-trivial attacks.

Create CAA records for any certificate authorities that are legitimately used.

The CAA standard also allows for defining a reporting email address to which
public certificate authorities are required to send notifications should someone
attempt to create an unauthorized certificate.

The use of CAA records should also be in conjunction with DNSSEC to reduce the
risk of DNS spoofing attacks.

https://sslmate.com/caa/

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-
checking

https://en.wikipedia.org/wiki/DNS Certification Authority Authorization




https://sslmate.com/caa/

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-checking

https://www.globalsign.com/en/blog/what-is-certificate-authority-authorization-checking

https://en.wikipedia.org/wiki/DNS_Certification_Authority_Authorization
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APP-7

Insufficient Transport Layer Protection: Use of Wildcard Certificates

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

The ‘transport layer’ refers to the delivery of content to and from the client and
server. In a web application context, transport layer protection is generally
provided by Secure Socket Layer/Transport Layer Security (SSL/TLS) encryption.
Wildcard certificates are public key certificates that can be used by multiple sub-
domains within the domain.

The specific risks that exist with the usage of wildcard certificates are as follows:

e Compromise of a server or sub-domain may lead to all sub-domains being
compromised

e Certificate revocation would require all sub-domains to install new
certificates

e Older browser and clients may not support wildcard certificates or have
issues working with them

The assessed servers make use of wildcard certificates. An attacker, who is
strategically placed in a network may carry out a traffic interception attack and
intercept communication between the users and the website leading to unintended
information leakage by compromising a single host using the wildcard certificate.
Affected Hosts:

e uat-services.housing.vic.gov.au (tcp/443)

¢ maintenance-uat.housing.vic.gov.au (tcp/443)

The image below shows that a wildcard SSL certificate is in use.

* . housing.vic.gov.au

: DNS:#.housing.vic.gov.au, DNS:housing.vic.gov.au
DigiCert Global G2 TLS RSA SHA256 2828 CAl

Mot wvalid
Not walid a

Minor: An attacker carrying out a traffic interception attack will be able to intercept
communications with the website, leading to unintended information leakage.

Rare: Exploitation of this finding is complex and requires specific configuration on
the assessed system.

Very Low

Deploy individual certificates for domains and sub-domains.

Do not use wildcard certificates.
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Reference https://www.owasp.org/index.php/Transport Layer Protection Cheat Sheet#Rule
- Do Not Use Wildcard Certificates




https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet#Rule_-_Do_Not_Use_Wildcard_Certificates

https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet#Rule_-_Do_Not_Use_Wildcard_Certificates
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APP-8

Best Practice: Lack of Security Headers

Description

Proof of
Concept

As web applications and services have become ubiquitous, various features have
been added to the HTTP/s protocol to enhance security within web applications.
These features are typically implemented on the server side and are enabled
through special HTTP headers. Enabling these headers provides additional
security for the client-server communications and resilience to client-side attacks.

Trustwave identified that the following headers are not included in responses from
the PHMM Public Facing web applications:

e Caching Directives instructs web browsers to not store local copies of
application encrypted pages that may contain sensitive information

o Content Type Protection prevents certain web browsers from being tricked
into loading application response in an unintended format

¢ Content Security Policy (CSP) prevents loading of third-party injected scripts
in the web browser

1. Submit a valid application request with a web interception proxy.

2. Observe the lack of security headers in the response HTTP headers.

Request Response

Pretty Raw Hex a @ v = Pretty Raw Hex Render 8 n =

1 GET / HTTR/1.1 1 HTTR/1.1 200 OK

2 Host: uat-services.housing.vic.gov.au 2 Content-Type: text/html

3 Cookie: ARRATfinity= 3 Vary: Accept-Encoding
746145T5h8a568138 07 8e8d19178ca6B868557dc4149a52ed4 4 Set-Cookie: Saml2, TPApyYSZKJyuSDjjNgSsLKDC=
30f901cB8a2c233; ARRAffinitySameSite= CfDJIBENYE_mJD_pImpbhCHulvIxuZ78LogrYRI7hwbHEY LTGgZ
746145T5b8a568138:07828d19178ca6868557dc4149a52ed4 zeOgQoqt PAGaZbvHEQLzcDyv rt TLzKdmoQ- gSdRx Acp OAVWp MED
30f901cBa2c233; FedAuth= fDaxShulD4saWAl oUSIWmnU2COKueUoeHkbAr - JEIrd2cvnmZw
CTDIBENYE_mJD_pImphCxulvJxteFgleBCOSTnhnTnStY - 9iwt aZSLTi9UPmgGioset ckj k9Gr 7sueatLfzWZdywzqO3kNEw TG0 C
ptrve_xm8wc_dSvth¥_0EsQpetzjgU3By2igacfvZLTZEIgM: Flal2gs7Ey] - Tn2fmIh_7idL03iznGBIMRUESZSTLz KON WEdS
pSDKFFnnUsaAbt 170axYoInU3zMHhwyalZMNic_ogqWVp4- CBt Ne zMUZSMHENVEw. . path=/; secure; samesite=none;
CEVvQ-HEGSEFDTfUCYN2KpUShmFCTCysiwPj _9aDl9zt -qIQ7A httponly
wutxxt PINL- 7eWvSLTiuigtuBwsPsUF_j NOnh7X6cYDleeSbNp S Strict-Transport-Security: max-age=31536000;
u77earEBuUWIvECk 8Yh r2¥ 391 38HoESaxW7FpTn 7L UnCSy dwdBr includeSubDomains
op89 5 ¥-Frame-Options: DENY

4 Sec-Ch-Ua: "Chromium";v="133", 7 Date: Thu, 18 Sep 2025 05:11:28 GMT
"Mot ; A=Brand";v="99" 2 Content-Length: 6531

S Sec-Ch-Ua-Mobile: 70 =1

5 Sec-Ch-Ua-Platform: "Linux" 10 =?xml version="1.0" encoding="UTF-8"7=

7 Accept-lLanguage: en-US,en;g=0.9 11 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML

2 Upgrade-Insecure-Requests: 1 1.1//EN"

S User-Agent: Mozilla/S5.0 (X11; Linux x86_64) 12 "http://www . w3, org/TR/xhtml11/DTD/ xhtml1l, dtd"=
AppleWebKit /537,36 (KHTML, like Gecko) 13 <html xmlns="http://www w3.0rg/1999/xhtml"
Chrome/139.0.0.0 Safari/537.36 xml:lang="en"=

0 Accept: 14 <head=
text/html,application/xhtml+xml,application/xml;g= |15 =meta http-equiv="Content-Security-Policy"
0.9,image/avif, image/webp,image/apng, */*;q=0.8, app content="script-src
lication/signed-exchange;v=h3;q=0.7 ' sha256-H3SVZEY rbgBt 3ncrT/nNmObEnwCj C12cPOzh

1 Sec-Fetch-Site: none SinWaYO=""=

2 Sec-Fetch-Mode: navigate 16 =fhead=

S Sec-Fetch-User: 71 17 <hody=

4 Sec-Fetch-Dest: document 18 =noscript=

S Accept-Encoding: gzip, deflate, br 19 <p=

In the following table, figure X denotes the assessed PHMM HVOS and
Maintenance Portal web applications missing the corresponding security header:

Affected Domain uat- maintenance-
services. uat.housing.vic.gov.au

housing.
vic.gov.a
u

Cache-Control X X
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Access-Control- N/A N/A
Allow-*

X-Content-Type- X X
Options

Content-Security- X X
Policy

Consequence The lack of security headers in the PHMM HVOS and Maintenance Portal web
applications may leave it vulnerable in certain attack scenarios which could lead to
unauthorised access and/or interception of sensitive communications between the
client and application.

This is a Best Practice recommendation and therefore does not have a
consequence rating.

Likelihood An attacker must first coerce an application user with a valid session to browse to
a third-party domain and inadvertently execute malicious content to retrieve
information from the application.

This is a Best Practice recommendation and therefore does not have a likelihood

rating.
Risk Best Practice
Remediation Implement the following security headers in the affected systems according to the

principle of least privilege.

An example of some values that could be included in the headers is given below:
e Cache-Control: no-store
o X-Content-Type-Options: nosniff

o Content-Security-Policy: default-src https:; object-src 'none'; script-src
https://<domain name of trusted external resources>

References https://owasp.org/www-project-secure-headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers




https://owasp.org/www-project-secure-headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers
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APP-9

Server Misconfiguration: TLS 1.3 Not Configured

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

References

The HTTPS services tested were found to lack support for TLS version 1.3. This
version of the protocol provides several important security and performance
improvements over earlier versions. By default, TLS 1.3 eliminates insecure
options such as weak ciphers and compression, which previously required manual
configuration to disable. It also prevents the requested hostname from being
leaked in the clear during the initial handshake, includes built-in downgrade
protection, and delivers significant performance enhancements.

Affected Hosts:
e uat-services.housing.vic.gov.au (tcp/443)

¢ maintenance-uat.housing.vic.gov.au (tcp/443)

The image below shows that TLS 1.3 is not configured on the affected host.

uat-services.housing.vic.gov.au:443

The absence of TLS 1.3 support does not expose a direct vulnerability but means
the service relies on older versions of TLS, which may lack the latest security and
performance benefits. This could reduce overall cryptographic resilience, increase
susceptibility to future protocol weaknesses, and fall short of industry best
practices and compliance expectations.

This is a Best Practice recommendation and therefore does not have a
consequence rating.

An attacker cannot directly exploit the absence of TLS 1.3 as long as strong
ciphers in TLS 1.2 are enforced. However, over time the likelihood increases that
relying solely on older versions could leave the service exposed if new
vulnerabilities are discovered in those versions.

This is a Best Practice recommendation and therefore does not have a likelihood
rating.

Best Practice

Configure the systems to support and prefer TLSv1.3 or upgrade the TLS
implementation if necessary.

https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446




https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446



% Trustwaver
SpiderLabs’
Appendix A — Assessed Targets

As part of Department of Health and Human Services security assurance process, the following
systems were assessed to determine the security posture of the PHMM Public Facing web
applications.

e  Web Application Penetration Test

o https://uat-services.housing.vic.gov.au

o https://maintenance-uat.housing.vic.gov.au




https://uat-services.housing.vic.gov.au/

https://maintenance-uat.housing.vic.gov.au/
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DHHS identified the application environment that Trustwave should test.

Test Environment:

Application Name:

HVOS and Maintenance Portal

Environment: UAT
Authentication: Forms
Accessibility: External
Backend: ASP.NET
Session Cookie: FedAuth
Session Timeout < 20 Minutes
Note:
Accounts:
Username Role Description
HM573920 User Standard User
NX937261 User Standard User
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Appendix B — Project Schedule

The following is the DHHS penetration test schedule and roles and responsibilities for this
engagement:

Date Name Role and Responsibility
5 Sep 2025 — 11 Sep 2025 Mani Hamidi Project Management
5 Sep 2025 — 11 Sep 2025 Nicholas Giemsa Technical Security Testing

19 Sep 2025 George Dan Quality Assurance
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Appendix C — Test Methodology

Trustwave's primary goal when conducting application penetration tests is to identify application flaws
that could allow an unauthenticated or unauthorized user to circumvent application security controls
and gain access to privileged systems or data. No attempts are made to disguise the testing activities;
it should be noted that actual attacks might not be as obvious to system and application
administrators.

The testing was performed in several logical phases against both the public and protected sections of
the application.

Target Prioritization

Trustwave application penetration tests are scoped based on three levels of service. Specific
components within the application must be prioritized within the appropriate vulnerability classes (see
the "Vulnerability Classes" section for more details). Based on priority, as many components will be
manually tested as possible. Priority is generally based on three factors: critical security controls,
sensitive data, and likelihood of vulnerability.

Critical security controls will always receive the top priority in any level of testing. If a vulnerability is
discovered in a critical security control, the entire application is likely to be compromised, resulting in a
critical-risk to the business. For most applications, critical controls will include the login page, but it
could also include major workflows such as the checkout function in an online store.

Second priority is given to application components that handle sensitive data. This is dependent on
business priorities, but common examples include payment card data, financial data, or authentication
credentials.

Final priority includes areas of the application that are most likely to be vulnerable. This is based on
the Trustwave's experience with similar applications developed using the same technology or with
other applications that fit the same business role. For example, large applications will often have older
sections that are less likely to utilize modern security techniques.

Application Mapping

Before performing active testing, Trustwave gathered information about how the various elements of
the application operate. Manual investigation and automated tools were used to traverse the entire
application to document all distinct inputs and processes. Trustwave used automated tools to make a
local copy of the Department of Health and Human Services webpages.

Working with local copies of the HTML and JavaScript, the Trustwave team mapped the application's
attack surface by determining how various application elements were called as well as the parameters
and data types passed to the application server. HTTP queries that accepted client-supplied data were
deemed a distinct element of the application. The application was then investigated online to better
understand how elements worked together and to discover any elements that may have been missed
during the HTML review.

After gaining a basic understanding of the application environment, Trustwave manually probed the
various application elements identified. Test data for each parameter was supplied and traced
throughout the application. Data flows and application-interdependencies were discovered.
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Vulnerability Classes

The vulnerabilities tested for using manual techniques depend on the service level of the test. Below is
the list of common vulnerability classes and how they are assigned to the appropriate tiers. All
vulnerabilities, including ones not referenced in the list, are included in tier 4 enrollments.

Compliance-level Testing and Above:
o Data Protection
e Transport
e Storage

Information Disclosure:

Directory Indexing
Verbose Error Messages
HTML Comments
Default Content

Account Policy:
e Default / Weak Passwords
e Unlimited Login Attempts
e Password Reset
¢ Insufficient Session Expiration

Session Management:
e Session Identifier Prediction

e Session Hijacking

e Session Replay

e Session Fixation/Trapping

e Cross-Site Request Forgery
Injection:

e SQL Injection
Cross-Site Scripting
LDAP Injection

HTML Injection

XML Injection

OS Command Injection

Standard-level Testing and Above:
Authentication and Authorization
Authentication Bypass
Authorization Bypass

Simple Logic Flaws

Abuse of Functionality

Workflow Bypass

Advanced-level Testing includes:

e Application Resource Handling
Path Traversal
Predictable Object Identifiers
XML Entity Expansion
Local and Remote File Inclusion

Complex Logic Flaws:
e Abuse of Functionality
e  Workflow Bypass

e Cryptography
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e Weak Algorithms

e Poor Key Management
e Cryptographic Oracles

Bounds Checking:

Stack-Based

Heap-Based

Format String

Integer Overflow/Underflow

Data Protection

If the application accepts or stores sensitive data, encrypting that data in transit or while stored is a
critical security control. Encrypting data in transit is typically performed using SSL/TLS, which has a
well-established set of potential vulnerabilities due to misconfiguration. Trustwave tested for flaws
such as insecure SSL versions in use, weak cipher suites, and SSL session renegotiation.

While an application penetration test does not typically have visibility in how sensitive data is stored on
servers, it is sometimes possible to deduce. Trustwave reported any cases where retrievable data was
observed to be stored unencrypted or non-retrievable data (e.g. passwords) was provided by the
application.

Information Disclosure

Trustwave reviewed application responses to identify cases where the application or underlying
infrastructure disclosed information that, while benign on its own, might be used by an attacker to
discover or improve the exploitation of other vulnerabilities. Examples include verbose error
messages, server directory indexes, developer source code comments, and default content from third-
party applications, libraries, or servers.

Account Policy

User accounts were tested for common security policy compliance. This includes password
complexity, account lockouts, and the password reset process. Weak policies in these areas can
make brute-force or dictionary-based attacks against users much simpler.

Session Management

All modern web applications use some form of session tracking to enhance functionality and maintain
user state. Security controls that enforce authentication and authorization are highly dependent on the
application's session tracking.

Weaknesses in session management that can lead to hijacking or account compromise were tested.
Strategies for compromising sessions varied from identifying flaws in how session identifiers are
tracked in the user's browser, to problems with the identifier itself, such as predictable values.

Injection

The majority of web-based application vulnerabilities are caused by improper input validation
essentially placing too much trust in the integrity of data provided by users. Specially formatted data
can cause the application to behave in ways unexpected by the programmer. This can be due to
individual meta-characters or longer strings of data. Related vulnerabilities include SQL Injection, XML
Injection, and Cross-Site Scripting.

Different shells, applications, command processors, and languages respond in different but
predictable ways to specific combinations of characters. If an application does not properly sanitize
user input, a malicious user may be able to access or modify sensitive data, execute arbitrary code on
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a server, or induce a legitimate user to execute code on the attacker's behalf. Other actions may be
possible depending on the infrastructure in place.

When testing for proper input validation, Trustwave probed the server using data containing non-
alphanumeric characters, data in unusual format, and attack strings specific to various technologies.
The server's response to the probes was analysed to identify any underlying vulnerabilities.

Each application component may have its own set characters or strings with their own meaning.
Where possible, Trustwave performed tests using probes known to have special significance within
the technologies used by the application. Since some application components may not be identifiable
by the tester, data that has meaning to a wide variety of technologies was used; some of these probes
were likely benign in the targeted application infrastructure.

Issue ldentification and Vulnerability Confirmation

Any discovered vulnerabilities were combined with knowledge of modern attack techniques to
leverage exploits. The testing team used information gathered in the reconnaissance phase to craft
more specifically targeted exploits. Notes were made of any controls in place that would inhibit the
successful exploitation of an application or system.

To minimize any potential negative impact, vulnerability exploitation was only attempted when it would
not adversely affect production applications and systems, and then only to confirm the presence of a
specific vulnerability. Any attack with the potential to cause system downtime or seriously impact
business continuity was not performed. Vulnerabilities were never exploited to delete or modify data;
only read-level access was attempted. If it appeared possible to modify data, this was noted in the list
of vulnerabilities below.

Compromise

If application elements were compromised, Department of Health and Human Services' key security
contacts were notified immediately. The contacts were given the opportunity to decide if the particular
application should undergo additional tests. If they decided to have Trustwave continue, additional
techniques were used to further penetrate the target application and supporting environment. DHHS’
key security personnel were also immediately notified once successful exploitation allowed Trustwave
to compromise sensitive data.

Data Extraction

If confidential application data or files were compromised, a sample was obtained and securely stored
by Trustwave until the presentation of the deliverable. When practical, sensitive data has been
masked in this report as an additional measure to protect client confidentiality.

Further Compromise

Data exposed through a compromise may lead to the discovery and compromise of additional portions
of an application. If data was compromised, Trustwave used this information to launch a new stage of
discovery against the application. For example, a SQL Injection vulnerability might expose
administrator passwords that can then be used to test previously hidden administrative interfaces.
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Appendix D — Narrative

There is no narrative for this test.
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Appendix E — Risk Assessment

The ISO (International Organisation of Standardisation) 31000 series is a family of risk management
standards used widely within various industries as a guideline to internal or external audit
programmes. The penetration test adopts the ISO 31000 risk assessment approach, incorporating risk
assessment concepts from the MITRE organisations. These form the risk ratings assessed in this
report. The following tables provide description of the likelihood, consequence and resulting risk rating
used in this penetration test.

The interpretation of the likelihood of an event occurring is described as per below:

Likelihood Rating Interpretation

Almost certain The event is expected to occur.

(e.g. 1 incident every month)

Likely The event will probably occur.

(e.g. 1 incident every 6 months)

Possible The event should occur at some time.

(e.g. 1 incident every year)

Unlikely The event could occur at some time.

(e.g. 1 incident every 2 years)

Rare The event may occur only in exceptional circumstances.

(e.g. 1 incident every 5 or more years)

Trustwave considers the following as contributing factors to the likelihood of an event occurring.

e The value of assets contained within the vulnerable system
E.g. Credit card details or dummy test data
e The skills required to successfully exploit the vulnerable system using the vulnerability identified
e The availability of exploits on the public domain
e The complexity of the exploit

e The level of access on the vulnerable system required to exploit the security issue
E.g. Privileged administrative user or anonymous user
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The interpretation of the consequence of an event occurring is described as per below:

Consequence Rating Sample Interpretation

Insignificant Little disruption to the user community.
Technologies in use will require little/no effort to change.

Isolated complaint from individual stakeholder able to be managed
via business as usual operations.

Minor Minor disruption to user community.
The ability to provide the required service is impaired.

Complaints from key stakeholder requiring management attention.

Moderate Some inconvenience to the user community.
The ability to provide a service is severely compromised.
Moderate effort required to implement an alternative solution.

Public criticism from key stakeholders regarding the organisation’s
services or activities.

Maijor Noticeable impact on user community.
Some core services unavailable.
Potential for serious distress or minor injury.

Sustained criticism from majority of key stakeholders on suitability of
organisation in its current form.

Catastrophic Community unable to function without significant support.
Key technologies no longer available and no viable alternative exists.
Potential for major injury or fatalities.

Irreparable damage to relationships with key stakeholders and
potential for organisation to cease operating in current form.

The resultant risk rating is detailed in the following risk matrix:

Almost
Certain

Unlikely Possible

Insignificant Low Low

Minor Low Low Low Low

Moderate Medium Medium Medium Medium

Major [ Medium

Catastrophic
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Appendix F — Revision History
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Executive Summary

Department of Health and Human Services engaged Trustwave SpiderLabs to perform a tier 3
Application Penetration Test of the PHMM Core APIs. The primary objective of this project was to
gauge the resiliency of the APIs to various attacks launched against both authenticated and
unauthenticated surfaces. SpiderLabs conducted the test between the dates of September 15 - 19,
2025.

After careful review of the systems and access levels included in this test, SpiderLabs feels that the
PHMM APIs are at a medium risk of compromise. SpiderLabs recommends more aggressive
measures to protect the application from compromise by a determined attacker.

This application-wide risk estimate is based on the vulnerabilities discovered and how they could be
combined to attack the application. Our knowledge of DHHS's priorities was also used when
considering how successful exploitation of a vulnerability could impact business operations.
Specifically, the risk estimate was influenced most by the Maintenance APIs not requiring a JSON
Web Token (JWT) to access them. However, SpiderLabs was informed that this issue is known to
DHHS and is currently being worked on in the UAT1 environment.

New attack techniques are developed on a regular basis, potentially affecting the security of all
applications. Similarly, new flaws may be discovered in infrastructure components leading to
vulnerabilities in the application through no programming fault of DHHS. Continuing their current
program of regular security testing will help DHHS to avoid these problems.
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Recommendation

Department of Health and Human Services' efforts, as evidenced by this test, show a strong basis for
a comprehensive information security program. DHHS should continue a multi-year program of
periodic assessments and reviews addressing both technical and policy issues as part of an ongoing
information security program.

SpiderLabs has documented recommendations for the remediation of specific vulnerabilities in the
appropriate sections of this report. However, based on our cumulative years of experience, industry
best practices, and observations documented during testing, we suggest the following actions that
DHHS can take to further improve their overall security posture:

e Ensure the authentication and authorisation has been properly implemented.
e Execute an internal strategy for periodic security best-practices training for all developers.

e Perform a targeted code review to find similar vulnerabilities in this application and other
applications developed in a similar manner.

e Continue to perform periodic security assessments of the application source code, server
security posture, and network architecture to ensure compliance with the corporate security
policies and procedures.

e Perform additional testing on related applications or applications in your organization that also
contain or manipulate sensitive information.

SpiderLabs is available to help you with any of these issues.
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2 Priority of Weakness

This section provides the priority of the findings identified during the penetration test. The priority is
based on the rated risk for each security issue.

PHMM Core APIs Risk Profile

©
>
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Weakness Summary
Risk Ref. Weakness
APP-1 Insufficient Authentication: Authentication Bypass
APP-2 Information Leakage: Verbose Error Message
APP-3 Insufficient Transport Layer Protection: Weak TLS Configuration

Best Practice APP-4 Server Misconfiguration: TLS 1.3 Not Configured
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3 Detailed Findings

This section provides detailed descriptions and analysis of the security issues identified during the
penetration test of the Department of Health and Human Services PHMM Core APls.
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3.1 Application Penetration Test

The following security issues were identified during the application review.

APP-1 Insufficient Authentication: Authentication Bypass

Description The Maintenance APIs are intended to require both an X-API-KEY and a valid
JWT for access.

During testing, it was observed that requests without the “Authorisation” header
were accepted if the X-API-KEY was present.

This allows access using only the API key, bypassing the intended JWT
requirement.

Proof of Affected Host:

CemEs e https://api.dhhs.vic.gov.au/ext/uat3-maint

1. Submit an API request with a valid JWT an observe the observe the successful
response.

Request
pratty

2. Submit an API request but omit the Authorisation header and observe the
successful response.

Request Response

3. Submit an API request with an invalid JWT and observe the 401 unauthorized
error.




https://api.dhhs.vic.gov.au/ext/uat3-maint
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Consequence

Likelihood

Risk

Remediation

Reference

Moderate: This misconfiguration weakens authentication enforcement and could
allow unauthorized access if an API key is compromised. Functionality dependent
on JWT claims (such as user identity or roles) may also be bypassed.

Possible: Exploitation is considered trivial once the “Authorisation: Bearer” header
is omitted, the API key alone allows access.

Ensure API Management policies enforce the presence of both Authorisation and
X-API-KEY headers and reject requests where the JWT is missing or invalid.

DHHS informed SpiderLabs to be aware of this issue and are currently working on
a fix in the UAT1 environment. The test was conducted in the UAT3 environment.

https://learn.microsoft.com/en-us/azure/api-management/api-management-
policies#access-restriction-policies




https://learn.microsoft.com/en-us/azure/api-management/api-management-policies#access-restriction-policies

https://learn.microsoft.com/en-us/azure/api-management/api-management-policies#access-restriction-policies
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APP-2

Information Leakage: Verbose Error Message

Description

Proof of
Concept

Consequence

Information leakage refers to a situation in which a system reveals internal and
potentially sensitive data, often through error messages or incorrect system
configuration. The data generally does not always present a breach (although in
extreme cases user data may be included), however it can often be used to further
target subsequent attacks against the web application or the underlying server
hosting the web application.

The maintenance API returns a verbose error message when invalid data is
passed.

Affected Host:

e https://api.dhhs.vic.gov.au/ext/uat3-maint

1. Submit an API request with invalid data and observe the verbose error
message.

In the screenshot below, the ‘e’ character in the ‘post_code’ triggers the verbose
error.

Minor: Such verbose error messages can disclose internal exception class
names, underlying libraries, the type of database in use, and how queries are
processed. They may also reveal details about the backend technology stack and
misconfigured input validation logic




https://api.dhhs.vic.gov.au/ext/uat3-maint
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Likelihood

Risk

Remediation

Reference

Possible: Triggering a verbose error response is considered trivial, as it is
possible to supply crafted input that causes the application to return a 500 Internal
Server Error.

Low

Return only generic customised error messages such as “400 Bad Request” or
“An error occurred”.

https://owasp.org/www-project-web-security-testing-quide/latest/4-
Web_ Application Security Testing/08-Testing for Error Handling/01-
Testing For Improper Error Handling.html




https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_For_Improper_Error_Handling.html

https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_For_Improper_Error_Handling.html

https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_For_Improper_Error_Handling.html
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APP-3

Insufficient Transport Layer Protection: Weak TLS Configuration

Description

Proof of
Concept

Consequence

Likelihood

Risk

Remediation

Reference

The ‘transport layer’ refers to the delivery of content to and from the client and
server. In the context of a web application, transport layer protection is generally
provided by Transport Layer Security (TLS) encryption certificates and
configurations on the web server. Transport Layer Security is the successor to the
Secure Sockets Layer (SSL) protocol, and its latest revisions (1.3) are known to
be significantly more secure with recent developments in cryptographic attacks.

The assessed web application was identified with the following weaknesses in its
Transport Layer Security configuration:

e The TLS certificate is signed using a weak hashing algorithm that contains
cryptographic flaws such as MD5 or SHA1

o The server accepts the use of cryptographically insecure TLS or SSL
protocols

The server accepts the use of cryptographically insecure encryption ciphers

In the following table, figure ‘x’ denotes the assessed web application vulnerable
to the corresponding insecurity:

Affected Domain Weak Protocol Support Weak Cipher Support

and Port

api.dhhs.vic.gov.au X X
(tcp/443) TLS 1.0 CBC
TLS 1.1 3DES
SHA1

Moderate: A successful traffic interception attack against the VHRA APIs would
result in compromise of properties, contractor and maintenance request
information.

Rare: The attacker is required to be strategically located in the communication
path between the user and the DHHS environment to intercept and decrypt
messages.

Exploitation of these weaknesses require extensive technical expertise and, in the
case of exploiting cryptographic flaws, require significant resources to effectively
decrypt the communications.

Redeploy weak and untrusted certificates using the SHA2 hashing algorithm.

Disable the use of all SSL versions and enforce the support of strong protocols
only as detailed in the reference below.

Disable the use of weak TLS ciphers as detailed in the reference below.

https://cheatsheetseries.owasp.org/cheatsheets/Transport Layer Protection Che
at_Sheet.html




https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
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https://www.pcisecuritystandards.org/documents/Migrating from SSL and Early

TLS -v12.pdf

https://wiki.mozilla.org/Security/Server Side TLS#Recommended configurations




https://www.pcisecuritystandards.org/documents/Migrating_from_SSL_and_Early_TLS_-v12.pdf

https://www.pcisecuritystandards.org/documents/Migrating_from_SSL_and_Early_TLS_-v12.pdf

https://wiki.mozilla.org/Security/Server_Side_TLS#Recommended_configurations
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APP-4

Server Misconfiguration: TLS 1.3 Not Configured

Description

Proof of
Concept

Consequence

Likelihood

Risk

The HTTPS services tested were found to lack support for TLS version 1.3. This
version of the protocol provides several important security and performance
improvements over earlier versions.

By default, TLS 1.3 eliminates insecure options such as weak ciphers and
compression, which previously required manual configuration to disable. It also
prevents the requested hostname from being leaked in the clear during the initial
handshake, includes built-in downgrade protection, and delivers significant
performance enhancements.

Affect Host:
e Api.dhhs.vic.gov.au (tcp/443)

The image below shows that TLS 1.3 is not configured.
ownloads/Work/slab-master

apl.anns.

no peer certificate available

No client cer CA names sent
Negotiated TL! r <NULL>

BT .3
version forbids renegotiation.
on: NONE
NONE
otiated
s not sent
turn code: @ (ok)

The absence of TLS 1.3 support does not expose a direct vulnerability but means
the service relies on older versions of TLS, which may lack the latest security and
performance benefits. This could reduce overall cryptographic resilience, increase
susceptibility to future protocol weaknesses, and fall short of industry best
practices and compliance expectations.

This is a Best Practice recommendation and therefore does not have a
consequence rating.

An attacker cannot directly exploit the absence of TLS 1.3 as long as strong
ciphers in TLS 1.2 are enforced. However, over time the likelihood increases that
relying solely on older versions could leave the service exposed if new
vulnerabilities are discovered in those versions.

This is a Best Practice recommendation and therefore does not have a likelihood
rating.

Best Practice
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Remediation Configure the systems to support and prefer TLSv1.3, or upgrade the TLS
implementation if necessary.

References https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446




https://www.cloudflare.com/learning/ssl/why-use-tls-1.3/

https://datatracker.ietf.org/doc/html/rfc8446
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Appendix A — Assessed Targets

As part of Department of Health and Human Services security assurance process, the following
systems were assessed to determine the security posture of the PHMM Core APls.

e APl Penetration Test:
o PHMM Maintenance API
o PHMM DMS API
o VHRAAPI
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DHHS identified the application environment that Trustwave should test.

Test Environment:

Application Name: PHMM Core APIs
Environment: UAT
Authentication: API Key, Bearer
Accessibility: External
Backend: ASP.NET
Session Cookie: Bearer
Session Timeout < 20 minutes
Note:

Accounts:
Username Role Description
SP-HVAPI-DTSTraders-UAT3 External Contractor

SP-HVAPI-MaintPortal-UAT3 Internal System
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Appendix B — Project Schedule

The following is the DHHS penetration test schedule and roles and responsibilities for this
engagement:

Date Name Role and Responsibility
15 Sep 2025 — 19 Sep 2025 Mani Hamidi Project Management
15 Sep 2025 — 19 Sep 2025 Nicholas Giemsa Technical Security Testing

22 Sep 2025 George Dan Quality Assurance
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Appendix C — Test Methodology

Trustwave's primary goal when conducting application penetration tests is to identify application flaws
that could allow an unauthenticated or unauthorized user to circumvent application security controls
and gain access to privileged systems or data. No attempts are made to disguise the testing activities;
it should be noted that actual attacks might not be as obvious to system and application
administrators.

The testing was performed in several logical phases against both the public and protected sections of
the application.

Target Prioritisation

Trustwave application penetration tests are scoped based on three levels of service. Specific
components within the application must be prioritized within the appropriate vulnerability classes (see
the "Vulnerability Classes" section for more details). Based on priority, as many components will be
manually tested as possible. Priority is generally based on three factors: critical security controls,
sensitive data, and likelihood of vulnerability.

Critical security controls will always receive the top priority in any level of testing. If a vulnerability is
discovered in a critical security control, the entire application is likely to be compromised, resulting in a
critical-risk to the business. For most applications, critical controls will include the login page, but it
could also include major workflows such as the checkout function in an online store.

Second priority is given to application components that handle sensitive data. This is dependent on
business priorities, but common examples include payment card data, financial data, or authentication
credentials.

Final priority includes areas of the application that are most likely to be vulnerable. This is based on
the Trustwave's experience with similar applications developed using the same technology or with
other applications that fit the same business role. For example, large applications will often have older
sections that are less likely to utilize modern security techniques.

Application Mapping

Before performing active testing, Trustwave gathered information about how the various elements of
the application operate. Manual investigation and automated tools were used to traverse the entire
application to document all distinct inputs and processes. Trustwave used automated tools to make a
local copy of the Department of Health and Human Services webpages.

Working with local copies of the HTML and JavaScript, the Trustwave team mapped the application's
attack surface by determining how various application elements were called as well as the parameters
and data types passed to the application server. HTTP queries that accepted client-supplied data were
deemed a distinct element of the application. The application was then investigated online to better
understand how elements worked together and to discover any elements that may have been missed
during the HTML review.

After gaining a basic understanding of the application environment, Trustwave manually probed the
various application elements identified. Test data for each parameter was supplied and traced
throughout the application. Data flows and application-interdependencies were discovered.
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Vulnerability Classes

The vulnerabilities tested for using manual techniques depend on the service level of the test. Below is
the list of common vulnerability classes and how they are assigned to the appropriate tiers. All
vulnerabilities, including ones not referenced in the list, are included in tier 4 enrollments.

Compliance-level Testing and Above:
o Data Protection
e Transport
e Storage

Information Disclosure:

Directory Indexing
Verbose Error Messages
HTML Comments
Default Content

Account Policy:
e Default / Weak Passwords
e Unlimited Login Attempts
e Password Reset
¢ Insufficient Session Expiration

Session Management:
e Session Identifier Prediction

e Session Hijacking

e Session Replay

e Session Fixation/Trapping

e Cross-Site Request Forgery
Injection:

e SQL Injection
Cross-Site Scripting
LDAP Injection

HTML Injection

XML Injection

OS Command Injection

Standard-level Testing and Above:
Authentication and Authorisation
Authentication Bypass
Authorisation Bypass

Simple Logic Flaws

Abuse of Functionality

Workflow Bypass

Advanced-level Testing includes:

e Application Resource Handling
Path Traversal
Predictable Object Identifiers
XML Entity Expansion
Local and Remote File Inclusion

Complex Logic Flaws:
e Abuse of Functionality
e  Workflow Bypass

e Cryptography
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e Weak Algorithms

e Poor Key Management
e Cryptographic Oracles

Bounds Checking:

Stack-Based

Heap-Based

Format String

Integer Overflow/Underflow

Data Protection

If the application accepts or stores sensitive data, encrypting that data in transit or while stored is a
critical security control. Encrypting data in transit is typically performed using SSL/TLS, which has a
well-established set of potential vulnerabilities due to misconfiguration. Trustwave tested for flaws
such as insecure SSL versions in use, weak cipher suites, and SSL session renegotiation.

While an application penetration test does not typically have visibility in how sensitive data is stored on
servers, it is sometimes possible to deduce. Trustwave reported any cases where retrievable data was
observed to be stored unencrypted or non-retrievable data (e.g. passwords) was provided by the
application.

Information Disclosure

Trustwave reviewed application responses to identify cases where the application or underlying
infrastructure disclosed information that, while benign on its own, might be used by an attacker to
discover or improve the exploitation of other vulnerabilities. Examples include verbose error
messages, server directory indexes, developer source code comments, and default content from third-
party applications, libraries, or servers.

Account Policy

User accounts were tested for common security policy compliance. This includes password
complexity, account lockouts, and the password reset process. Weak policies in these areas can
make brute-force or dictionary-based attacks against users much simpler.

Session Management

All modern web applications use some form of session tracking to enhance functionality and maintain
user state. Security controls that enforce authentication and authorisation are highly dependent on the
application's session tracking.

Weaknesses in session management that can lead to hijacking or account compromise were tested.
Strategies for compromising sessions varied from identifying flaws in how session identifiers are
tracked in the user's browser, to problems with the identifier itself, such as predictable values.

Injection

The majority of web-based application vulnerabilities are caused by improper input validation
essentially placing too much trust in the integrity of data provided by users. Specially formatted data
can cause the application to behave in ways unexpected by the programmer. This can be due to
individual meta-characters or longer strings of data. Related vulnerabilities include SQL Injection, XML
Injection, and Cross-Site Scripting.

Different shells, applications, command processors, and languages respond in different but
predictable ways to specific combinations of characters. If an application does not properly sanitize
user input, a malicious user may be able to access or modify sensitive data, execute arbitrary code on
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a server, or induce a legitimate user to execute code on the attacker's behalf. Other actions may be
possible depending on the infrastructure in place.

When testing for proper input validation, Trustwave probed the server using data containing non-
alphanumeric characters, data in unusual format, and attack strings specific to various technologies.
The server's response to the probes was analysed to identify any underlying vulnerabilities.

Each application component may have its own set characters or strings with their own meaning.
Where possible, Trustwave performed tests using probes known to have special significance within
the technologies used by the application. Since some application components may not be identifiable
by the tester, data that has meaning to a wide variety of technologies was used; some of these probes
were likely benign in the targeted application infrastructure.

Issue ldentification and Vulnerability Confirmation

Any discovered vulnerabilities were combined with knowledge of modern attack techniques to
leverage exploits. The testing team used information gathered in the reconnaissance phase to craft
more specifically targeted exploits. Notes were made of any controls in place that would inhibit the
successful exploitation of an application or system.

To minimize any potential negative impact, vulnerability exploitation was only attempted when it would
not adversely affect production applications and systems, and then only to confirm the presence of a
specific vulnerability. Any attack with the potential to cause system downtime or seriously impact
business continuity was not performed. Vulnerabilities were never exploited to delete or modify data;
only read-level access was attempted. If it appeared possible to modify data, this was noted in the list
of vulnerabilities below.

Compromise

If application elements were compromised, Department of Health and Human Services' key security
contacts were notified immediately. The contacts were given the opportunity to decide if the particular
application should undergo additional tests. If they decided to have Trustwave continue, additional
techniques were used to further penetrate the target application and supporting environment. DHHS’
key security personnel were also immediately notified once successful exploitation allowed Trustwave
to compromise sensitive data.

Data Extraction

If confidential application data or files were compromised, a sample was obtained and securely stored
by Trustwave until the presentation of the deliverable. When practical, sensitive data has been
masked in this report as an additional measure to protect client confidentiality.

Further Compromise

Data exposed through a compromise may lead to the discovery and compromise of additional portions
of an application. If data was compromised, Trustwave used this information to launch a new stage of
discovery against the application. For example, a SQL Injection vulnerability might expose
administrator passwords that can then be used to test previously hidden administrative interfaces.
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Appendix D — Narrative

There is no narrative for this test.
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Appendix E — Risk Assessment

The ISO (International Organisation of Standardisation) 31000 series is a family of risk management
standards used widely within various industries as a guideline to internal or external audit
programmes. The penetration test adopts the ISO 31000 risk assessment approach, incorporating risk
assessment concepts from the MITRE organisations. These form the risk ratings assessed in this
report. The following tables provide description of the likelihood, consequence and resulting risk rating
used in this penetration test.

The interpretation of the likelihood of an event occurring is described as per below:

Likelihood Rating Interpretation

Almost certain The event is expected to occur.

(e.g. 1 incident every month)

Likely The event will probably occur.

(e.g. 1 incident every 6 months)

Possible The event should occur at some time.

(e.g. 1 incident every year)

Unlikely The event could occur at some time.

(e.g. 1 incident every 2 years)

Rare The event may occur only in exceptional circumstances.

(e.g. 1 incident every 5 or more years)

Trustwave considers the following as contributing factors to the likelihood of an event occurring.

e The value of assets contained within the vulnerable system
E.g. Credit card details or dummy test data
e The skills required to successfully exploit the vulnerable system using the vulnerability identified
e The availability of exploits on the public domain
e The complexity of the exploit

e The level of access on the vulnerable system required to exploit the security issue
E.g. Privileged administrative user or anonymous user
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The interpretation of the consequence of an event occurring is described as per below:

Consequence Rating Sample Interpretation

Insignificant Little disruption to the user community.
Technologies in use will require little/no effort to change.

Isolated complaint from individual stakeholder able to be managed
via business as usual operations.

Minor Minor disruption to user community.
The ability to provide the required service is impaired.

Complaints from key stakeholder requiring management attention.

Moderate Some inconvenience to the user community.
The ability to provide a service is severely compromised.
Moderate effort required to implement an alternative solution.

Public criticism from key stakeholders regarding the organisation’s
services or activities.

Maijor Noticeable impact on user community.
Some core services unavailable.
Potential for serious distress or minor injury.

Sustained criticism from majority of key stakeholders on suitability of
organisation in its current form.

Catastrophic Community unable to function without significant support.
Key technologies no longer available and no viable alternative exists.
Potential for major injury or fatalities.

Irreparable damage to relationships with key stakeholders and
potential for organisation to cease operating in current form.

The resultant risk rating is detailed in the following risk matrix:

Almost
Certain

Unlikely Possible

Insignificant Low Low

Minor Low Low Low Low

Moderate Medium Medium Medium Medium

Major [ Medium

Catastrophic
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Appendix F — Revision History

Version Date Name Revision Comment
0.1 19 September 2025 Nicholas Giemsa Initial report draft
0.2 22 September 2025 George Dan Internal report review

0.3 22 September 2025 Mani Hamidi Client report release
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