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[bookmark: _Toc63770080][bookmark: _Toc67005567]Introduction
[bookmark: _Toc16757045][bookmark: _Toc63770081][bookmark: _Toc67005568]Overview
The Director of Housing (Director) is Victoria’s largest landlord with around 64,000 tenancies. In addition, the Director operates a waiting list of over 45,000 applicants for social housing and provides around 10,000 bond loans per annum to assist people into the private rental market and housing associations.
As part of this work, departmental staff employed by the Department of Families, Fairness and Housing undertake home visits and related property inspections. 
The Directors actions are bound by the Residential Tenancies Act.
There are different reasons for visiting tenanted and vacated properties which include the reasons listed below: 
· to assist a person in managing the transition into public housing or to sustain a tenancy when issues are identified 
· making or establishing contact with tenants regarding an identified issue or concern 
· inspections of the property to complete a property assessment, report maintenance or investigate a breach of the tenancy agreement
To undertake a home visit departmental staff access information regarding tenancy and the property, which is stored in the housing ICT system HiiP, which is a secure database.
Currently staff are relying on paper forms to conduct home visits and complete tenancy condition reports where the information is collected and then entered into HiiP, when they return to the office. This is time consuming and is a duplication of work and holds the risk of incorrect data entry.
HiiPConnect allows housing staff the capacity to work offsite and engage with clients both in their own homes and in other sites that are not necessarily DHHS offices. It will allow housing staff to deliver improved client services off site through the enablement of:
· Immediate access to real-time tenancy information
· Carrying out processes online whilst home visiting clients, undertaking inspections of properties, undertaking sign ups or interviews within an office or whilst out on the field
· Eventually raising repairs and vacant property maintenance jobs, while onsite at a property
In summary this technology enables staff to spend more time addressing the needs of tenants and requiring less preparatory work and subsequent manual data entry in HiiP.

[bookmark: _Toc63770082][bookmark: _Toc67005569]Scope of this assessment
This Privacy Impact Assessment covers the use of HiiPConnect as it has been developed for release in September 2020 and December 2020. This includes features such as:
· Tenancy summary information (such as household members, direct debit details) 
· Account information (such as rent balance, weekly payment, transactions)
· Home visit information
· Supports creating access for clients to Housing Vic online services
· Entering home visit outcome information and related tenancy file notes
· Tenancy condition report (December 2020) including photos
· Photo capability via the HiiPConnect application (December 2020)
As further capability is developed, this PIA will be updated.

[bookmark: _Toc63770083][bookmark: _Toc67005570]Roles in this assessment
This assessment has been prepared by the Business Improvement, Contact Strategy and Systems Improvement in the Community Service Operations Division with input from DFFH Privacy and the BTIM Information Security.
The Assistant Director, Business Improvement is the business and data information owner. 
[bookmark: _Toc63770084][bookmark: _Toc67005571]Information elements
[bookmark: _Toc63770085][bookmark: _Toc67005572]How the application works
There are three linked locations in which information is held to support HiiPConnect:
1. HiiPConnect (staff mobility application) – This application accesses the DFFH housing client, tenancy and property information stored in HiiP
2. HiiP integration layer - Data synchronisation mechanism between HiiP and HiiP integration layer which enables the storing of client and property information in the integration layer close to real time – this integration layer is secure and not accessible by staff
3. HiiP – HiiP is the housing IT system that stores all housing client, tenancy and property information relevant to housing services clients are seeking from the Director of Housing at the Department of Families, Fairness and Housing.
[bookmark: _Toc63770086][bookmark: _Toc67005573]At a more detailed level
HiiPConnect 
· HiiPConnect application is built as a progressive web app
· Utilises the existing Azure infrastructure as the scalable, secure and flexible platform
· Reuses and extends the functionality within the HiiP Integration Layer (HIL) including its integration with HiiP
· Works in offline mode, storing data and photos on the device, before passing the information to HiiP when connectivity is restored
· Secure role-based application
HiiP Integration layer (HIL)
· The integration layer is where limited information about all the clients and their housing service is stored, once it is retrieved from the source system HiiP 
· The information is securely stored within the Azure cloud solution and provides near real time synchronisation of information between HiiP, and rendering this information on HiiPConnect
· The integration layer is not directly accessible other than through its backend integration with HiiP
· The data synchronisation enables the transmission of information requests in order to;
verify a client’s identification in order to register them to HousingVic Online Services
passing of information about home visit outcome
access to file notes, letters sent to tenants, property information
photographs taken via HiiPConnect and associated to each room of the tenancy condition report or goods left behind incident and recorded and passed to HiiP for a public housing property. 
HiiP system
HiiP is the core housing IT system used by DFFH to deliver housing services.  The system has three primary registers: client, external party and property register, and related functionality to manage the delivery of bond loans, housing applications and tenancies. 
The system is secured within multiple firewalls and access to information is governed by user provisioning based on functional role.  The system is not directly accessible by clients. 
All DFFH housing client information, information related to client services and the digital mail attachments are stored in HiiP (subject to the data synchronisation and storage in the HiiP integration layer discussed above).  
[bookmark: _Toc63770087][bookmark: _Toc67005574]Personal information
HiiPConnect does not capture primary information about the client’s personal details, names, date of birth, country of birth per se, rather it sources this information from the housing core system HiiP, where the information is stored in order to manage the public housing tenancy.
As such the information is a combination of that provided by households to the department in order to create and manage the tenancy – for example; tenant’s name, date of birth, contact details, income and asset (in order to manage rental rebates for tenancy) and the same details for all other household members.
In addition, it includes the rent charges, rent paid and balances, property details, repairs undertaken on the property and legal actions undertaken in the context of the lease.
The functionality of the application is to offer staff a read-only view of information relating to a client’s tenancy service and property information. The only function where staff are to update personal information is to assist a client to register to HousingVic online services (an existing client self-service portal through myGov).
Clients and staff view specific information about a client’s tenancy service. Such information is detailed in Appendix A but, in sum, contains the following: 
· Tenancy summary
· Property summary
· Home visit reminders
· File notes
· Account information
Tenancy summary
This section of the application contains the following information that can be viewed by clients:
· Rent and maintenance status
· Total weekly payment (how much rent a household pays per week)
· Tenancy start date
· Property type
· Direct debit details
· Household member information and their roles
· Total tenancy account balance
Action menu – Things to check during the home visit
This section of HiiPConnect draws from HiiP as to the HousingVic Online Services (HVOS) registration status for each household member. A tenant may be either HVOS registered or unregistered and/or digital mail registered or unregistered.
If a tenant or household member wishes to update this status and register for HVOS and/or digital mail, housing staff can update this feature. To do this staff are required to site primary and secondary proof of identity documentation, confirm a tenant or household members’ mobile and email address (or enter in this data if required) and generate a code. View the Privacy and Impact Assessment for HousingVic Online Services application <https://www.housing.vic.gov.au/your-information> on the Housing website.
Account information
This section provides information as to a household’s account summary and transactions. This includes information such as:
Total weekly payment amount
Last payment amount and date it was paid
Total account balance (either in debit – DR or credit – CR)
Payment breakdown which includes any discounted rent (rebate)
Payment transaction information (amount and date paid)
Debit transaction information (amount and date debited)
History
This section provides information about actions undertaken on the tenancy including any file notes or housing letters sent to the tenant and/or any documentation provided by the tenant during their tenancy. Housing staff can view up to 3 months of this information from today’s date. 
Home Visit Outcome
Once a home visit has been completed staff are required to provide an outcome. Staff complete the Home Visit Outcome page HiiPConnect and enter data such as:
Home visit type
Home visit status
Scheduled date
Date and time actual home visit took place
A checkbox if there was no access
Information discussed
Notes
Any agreed future date for those tenants who have consented to tenancy participation visits

View vacant properties and create a Tenancy Condition Report
In accordance with the Residential Tenancies Act, governed by the Victorian Civil and Administrative Tribunal, where a tenancy commences or ceases with the Director of Housing, a tenancy condition report is completed.  HiiPConnect will enable staff to create and finalise a tenancy condition report with the capability to take photographs against each room and external parts of the property.
Once the tenancy condition report is completed with all the photographs associated to the report, the information along with the photos is pushed through to HiiP and sent to the tenant via their preferred delivery method.  From March 2021, the photos will be emailed to tenants as part of the condition report. 
On vacating the premises, further photographs will be taken to ascertain the change in condition of the property over the course of the tenant’s residency. 

Goods left behind
From March 2021, goods which remain in the property after the tenant has vacated will be photographed. The photos are stored in HiiP. The Director of Housing will send the tenant a formal letter that will notify the tenant that goods were left in the residence.  A photo will be attached to the letter to show the tenant the items. It is possible that these goods may contain items of a personal nature (letters, photos, documentation) and could potentially be considered sensitive information (for example, a religious artefact).  

This data can be shared with the tenant(s) at the time of completion.
[bookmark: _Toc63770088][bookmark: _Toc67005575]Health information
Health information is gathered and stored in HiiP where it directly impacts a client, their household and access to service including their property and locational needs.
Where a client for example has a mental health issue, this is not relevant unless they are applying for access to housing on the basis that they meet the criteria of Supported Housing – mental health category of the Victorian Housing Register.

[bookmark: _Toc63770089][bookmark: _Toc67005576]Sensitive information
	Type of sensitive information
	Details

	Racial or ethnic origin
	Not directly collected, but potentially implied by name and country of birth – in part for verification of identity and in part to ensure eligibility for assistance.  

	Political opinions
	Not collected

	Membership of a political association
	Not collected

	Religious beliefs or affiliations
	Not collected

	Philosophical beliefs 
	Not collected

	Membership of a professional or trade association
	Not collected

	Membership of a trade union 
	Not collected

	Sexual preferences or practices
	Not collected

	Criminal record
	Not directly collected, however where a person is incarcerated this information will be recorded in HiiP when they are applying on the basis of homeless with support, in order to establish their eligibility for housing assistance and category under the Victorian Housing Register.


[bookmark: _Toc63770090][bookmark: _Toc67005577]Note: Photographs taken of goods left in the property after the tenant has vacated may inadvertently include any of the above types of sensitive information.
Privacy analysis 
[bookmark: _Toc63770091][bookmark: _Toc67005578]Security
Authentication
In addition to the native capabilities of the application (for example passcodes, touch ID, lock screens) staff are required to use Department Office 365 accounts (@dhhs.vic.gov.au) with HiiPConnect. All integration with any database system requires authentication. Staff will be able to access the application when in an offline mode where the data is cached and then integration to the HIL once back online.
Authorisation
All integration with the backend system will be authorised, with the user identified upon each action. Existing user provisioning, such an office and patch provisioning within HiiP is respected within the application. Functions within the application are mapped to functions within HiiP so that permissions to view, create and update information are consistent across HiiP and the application.
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[bookmark: _Toc63770092][bookmark: _Toc67005579]Information flow
[image: A flow diagram showing how information flows from HousingVic Online Services and HiiPConnect to HiiP.]

Privacy principles
	Questions – what is the risk?
	Further information
	Yes
	No 
	Detailed response 

	1. Collection: Is all the information collected necessary for the program? 
	IPP 1 and HPP 1
Privacy team
	Yes
	
	Information collected from HiiP into HiiPConnect: Information about housing clients, their tenancy, and any occupational health and safety issues relevant to their property.  Staff will photograph the vacant property before a tenant commences residing in the property, for the purpose of composing a condition report, pursuant to the Residential Tenancies Act. Upon vacating the property, further photographs will be taken to ascertain any change in condition over the course of the tenant’s residency. The department provides a copy of the condition report to the tenant and will ask the tenant to sign it.  The tenant may or may not choose to sign it.  
In order to comply with its obligations under the RTA, the department at the time of a tenancy ending, will also take photographs of any goods left behind by the tenant that may be of value, either monetary or personal. Under the RTA the department is obliged to seek to contact the former tenant and advise them that goods have been left behind and the nature of these goods.
The department’s approach is to not photograph every individual item but rather document the presence of these items.  
The photographs may reveal personal, health or sensitive information regarding the tenant.  This is because the photos which are taken at the end of the tenancy may show items that depict health conditions (for example, a Ventolin puffer) or sensitive information (for example, a religious artefact).  These photos will be stored in HiiP.  For completeness, it is noted that the collection of this information is authorised by law (the RTA).

To protect the privacy of the client, where items are of a personal nature, the department stores the physical items securely in the office and in HiiP records a summary of the items that excludes personal details, for example, photos of individuals on holidays would be recorded as ’x number of  photos’. The description would not include explicit details of the images. 
Information from the person who is being home visited or otherwise engaging with a staff member using the Staff application: When a staff member firsts engages the client they will ask some Identity verification questions to ensure they are dealing with the correct person and are not sharing information with an unauthorised person. 
In undertaking the home visit the staff member will collect information from the tenant regarding household composition and related matters and enter that information into the tool. Where a referral to a support provider is being discussed, this information would only be entered into the tool and a referral made with the expressed consent of the tenant.
Where the tenant does not wish to provide information, that fact would be recorded into the tool but not any of the conversation to which the tenant has not consented. 
Information entered into the tool becomes information stored on an ongoing basis in HiiP subject to the record retention and disposal authorities.
Tenants and household members can seek access to their information by approaching their local housing office and through freedom of information requests.


	[bookmark: _Hlk15663989]2. Notice: Have all reasonable steps been taken to inform the individual that their information is being collected and why, by whom, how they can access, to whom it will be disclosed?
	IPP 1 
<https://intranet.dhhs.vic.gov.au/privacy#dhhs-privacy-policy>
Privacy team
	Yes
	
	2.  At the time of engaging with the tenant using the HiiPConnect, the following form of words will be used;
I am contacting you from the Department of Families, fairness and Housing concerning your current public housing tenancy.  

Any information you do provide in our conversation today is used to assist to get the best outcome for you as a tenant and the department for its properties. 

This is activity is undertaken to better manage your tenancy and property under the Residential Tenancies Act. 

Your privacy is very important so you should be aware that I have obtained your details from The Department of Families, Fairness and Housing, Housing IT system which we use to manage your tenancy on a day to day basis.  

You are able to access the information the department holds about you by approaching your local housing office or through Freedom of Information.  
Since early June 2020, there has been a collection notice provided - at the time of entering into a tenancy.  The collection notice should be updated to notify the tenants that photographs will be taken at the commencement and cessation of the tenancy, including any items left at the tenancy.  Tenants should be made aware that the Condition Report requires the department to collect this information and the Department will formally notify the outgoing tenant if any items have been left at the residence – and will include photos for the tenant’s reference. 


	3. Direct collection: Is all information being collected directly from the individual? 
	IPP 1
Privacy team
	Yes
	
	The information being collected is a combination of information about the property and current tenancy used by the department to fulfil its obligations under the Residential Tenancies Act, information provided by the tenant, or their advocate with the tenants consent about the tenancy including any factors that maybe impacting on the tenant’s wellbeing.

	4. Use and disclosure: Will the information only be used or disclosed for the primary purpose identified?
	IPP 2 and HPP 2
Privacy team
	Yes
	
	The information collected regarding the tenancy and the property, is only used and disclosed for the purpose of managing that tenancy.
In the current COVID setting, where there is a public benefit to sharing limited information about the tenancy, such as locational address and household, there is the potential that information could be shared for public benefit. However, this could only occur with an appropriate privacy analysis being put in place.

	5. Information sharing: Will the information be shared with other agencies for service delivery, data matching or analytics?
	IPP 2 and HPP 2

Privacy team
	Yes
	
	No housing services information will be stored or transferred to any other third party for the purposes of service delivery, data matching or analytics, without the tenant’s consent.
For example; where the tenant has requested or agreed to referral to a Community support organisation, the minimal amount of information will be shared to enable the tenants situation to be understood by the receiving organisation but the detail of the need and any further engagement is a transaction between that support provider and the tenant in terms of information sharing.
An additional example is ensuring contractors satisfactorily undertake their maintenance activities; however no data is shared at a level where individual clients can be identified. All public and departmental reporting on customer satisfaction is at an aggregated non client identifying level.


	6. Data quality: Are reasonable steps being taken to ensure that the information collected, used or disclosed will be accurate, complete and up to date?
	IPP 3 and HPP 3
Privacy team
	Yes
	
	Property and tenant related information is proactively managed by the department in fulfilling its obligations to comply with Residential Tenancies Act.  
However, there is a reliance on tenants maintaining their contact details when communicating with the department. From time to time telephone numbers and email addresses may therefore be out of date.
HiiPConnect would be expected to assist DFFH to keep these records up to date – e.g. the DFFH officer can check and update records on the spot.
As noted in the project description, HiiPConnect will enable HiiP records to be updated directly through the tool, without the need for manual entry of data from a paper form into HiiP.  This is expected to reduce inaccuracies in the data through transcription errors.


	7. Data security: Are reasonable steps being taken to protect the information collected from misuse, loss, and unauthorised access, modification or disclosure?
	IPP 4 and HPP 4
Projects MUST engage the BTIM information security team to arrange an assessment
	Yes
	
	The hosting of the staff application resides in Australia.  DHHS Azure Cloud Services hosted Australia Southeast and east regions are accredited with ASD IRAP certification at PROTECTED level.  DHHS HiiP environment is hosted with Fujitsu private data centre in Melbourne, reside behind firewall and network security zoning.  The HiiP environment is managed through Fujitsu Security Operations Centre. The security assessment completed for Azure and HiiP environment by BTIM Cyber Security team with low risks.

HousingVic Online Services (HVOS) user registration and authentication service is managed to MyGov portal. 

Internal DFFH administration accounts for HVOS is provider and served through DHHS Azure AD and HiiP administrative accounts are managed through internal DHHS Active Directory and Fujistu support staff.

Mobility iPads will be configured with DHHS Standard Operating Environment, policy for device will be managed through DHHS O365 Intune – Mobile Device Management and cyber security threat will be administered and monitored through Wandera Mobile Device Threat Management service.


	8. Destruction: Will reasonable steps be taken to destroy or de-identify the information if it is no longer needed? (note this does not apply to a health service provider)
	IPP 4 
Public Records Act 1973
Records management team
	Yes
	
	Where required and subject to public record retention obligations, destruction of data from HiiP is managed through an automated script. 
In regard to the tool, data from HiiP is not held in the tool but rather rendered via the application that is hosted on the tool. The data used by the application is hosted in secure Azure and only drawn down in the application when a specific event is occurring, most typically a home visit for a particular tenancy.
The information is held in the application for the period the home visit is being undertaken and the information is being uploaded into HiiP
The data will therefore not be retained in the application.  

	9. Identifiers: Will this program assign a unique identifier or use a unique identifier of another organisation?
	IPP 7 and HPP 7
Privacy team
	Yes
	
	HiiP assigns each client a unique identifier which is used to protect incorrect information sharing between clients.

	10. Anonymity: Can individuals remain anonymous for the purpose of the program? 
	IPP 8 and HPP 8
Privacy team
	
	No
	No – given that the client’s personal information is needed to verify their identity and verify that they are the correct tenant for the correct tenancy service, it is not possible for the client to remain anonymous for this program.  

	11. Transborder data flows: Will the program transfer the information to an organisation or person outside of Victoria?
	IPP 9 and HPP 9
Projects MUST engage the BTIM information security team to arrange an assessment
	Yes
	
	The Director of housing by legislation can only deliver housing services within the State of Victoria.  The only transborder data flow occurs with the consent of a tenant who agrees to the Department of Families, Fairness and Housing accessing information about their income and assets from Services Australia under Centrelink Confirmation eServices and/or using the Centrelink Rent Deduction Services to pay their rent.
HousingVic Online Services (HVOS) is hosted in Australia- DHHS Azure Cloud Service is served through Melbourne and Sydney while HiiP prod and disaster recovery environments are hosted with Fujistu private data centres within Melbourne.

	12. Sensitive information: Will this program collect sensitive information?
	IPP 10[footnoteRef:1] [1:  Note that sensitive information only relates to “personal information” not “health information”.] 

Privacy team                                                
	Yes
	
	The information collected is specific and necessary to manage the tenancy under the RTA and in accordance with the Director of Housings policies and obligations. 
For reporting purposes this includes information about gender, country of birth, preferred language, relationship with other household members, date of birth and any needs relating to the type of property required to best meet the persons housing needs. 
Photographing the residence after the tenant has vacated might capture sensitive information.  For example, a religious artefact, or an item implying culture or race might be captured in the photo.  The RTA requires the department to photograph the items and seek to return them to the outgoing tenant. Accordingly, any incidental collection of sensitive information through this process will be required by law. 



	13. Re-identification: Will the program involve de-identified information that may be re-identified through the linking of data or other information?
	Privacy team
	
	No
	

	14. Access and correction: Are there any restrictions that would prevent individuals from accessing or correcting their information?
	Freedom of Information team
Privacy policy
	
	No
	People needing to update or correct their information are able to do so by approaching a departmental office in the case of the tool, over time the capacity to do this will be developed for the tool so that a staff member can do this directly into HiiP via the tool at the request of the tenant when undertaking a home visit.
Tenants will receive a copy of their condition report (which includes photos taken of the property before their tenancy commenced) for their record.




[bookmark: _Toc63770093][bookmark: _Toc67005580]Privacy risk mitigation 
	Risk
	Mitigation strategy
	Likelihood
	Impact
	Risk rating

	Unauthorised persons accessing information on HiiPConnect (i.e. other than a housing staff member) 

	HiiPConnect is governed by the DHHS Azure active directory within the department’s firewall.  An additional layer to this security, is being provisioned to HiiP and having a functional role in HiiP in order to access the application 
	Low
	High
	Low

	Protecting HiiPConnect information from loss / unauthorised access

	As outlined above. 
HiiP is the master data source, therefore information is securely stored with back up procedures in place. 

Any information stored on the staff mobile application is protected by the DHHS firewall and governance, security and privacy arrangements.
	Low
	High
	Low

	Clients are not aware of how their information is handled 

	Provide IPP 1.3 collection notices:
- when contact is made by a staff member while undertaking a home visit using the tool,
- on the department’s website.
The collection notice detailed in point 2 in the above table, will be in place from the date that HiiPConnect goes live.   The collection notice should also notify tenants that photographs will be taken for the purpose of the condition report and items left in the resident will be photographed. 
	High




	Medium
	Low (if mitigation strategies used)

	Client information is inappropriately shared through a reporting
solution
	In order to access the information a staff member or third party must already be an authorised user of HiiP. For any other purposes only, de-identified information is available. 
	Low
	Medium
	Low




[bookmark: _Toc63770094][bookmark: _Toc67005581]Summary of assessment
HiiPConnect provides a secure mobile platform for Housing staff of the Director of Housing to use a digital mobility device (namely an ipad) to support them undertaking home visits and being able to view tenancy information, account and transaction information, household information and home visit outcome and file notes.
The privacy impact assessment demonstrates that privacy and security has been appropriately addressed at each point of information storage and transformation, and that there are no privacy risks to the current arrangements that do not have a risk mitigation strategy in place.  Consequently, HiiPConnect is reasonably secure. 


	Tony Newman
Assistant Director 
Community Service Operations Division
	Abhendra Singh 
Cyber Security
Business Technology and Information Management
	Phil McAloon
Acting Managing Principal Solicitor
Information Sharing and Privacy Team

	Signature: Signed by Tony Newman via email 8 Sep 2020

	Signature: Signed by Abhendra Singh via email 8 Sep 2020


	Signature:  Signed by Phil McAloon via email 19 Sep 2020 (And updated version signed on 19 Feb 2021).
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